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Summary

CVE CVE-2007-0455

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-30 17:28:00 UTC

Updated 2022-07-21 15:17:00 UTC

Description Buffer overflow in the gdImageStringFTEx function in gdft.c in GD Graphics Library 2.0.33 and earlier allows remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via a crafted string with a JIS encoded font.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Fedoraproject Fedora 13 All All All

Operating System Fedoraproject Fedora 14 All All All

Application Gd Graphics Library Gdlib 2.0.1 All All All

Application Gd Graphics Library Gdlib 2.0.15 All All All

Application Gd Graphics Library Gdlib 2.0.20 All All All

Application Gd Graphics Library Gdlib 2.0.21 All All All

Application Gd Graphics Library Gdlib 2.0.22 All All All

Application Gd Graphics Library Gdlib 2.0.23 All All All

Application Gd Graphics Library Gdlib 2.0.26 All All All

Application Gd Graphics Library Gdlib 2.0.27 All All All

Application Gd Graphics Library Gdlib 2.0.28 All All All

Application Gd Graphics Library Gdlib 2.0.33 All All All

Application Gd Graphics Library Gdlib 2.0.1 All All All

Application Gd Graphics Library Gdlib 2.0.15 All All All
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Application Gd Graphics Library Gdlib 2.0.15 All All All

Application Gd Graphics Library Gdlib 2.0.20 All All All

Application Gd Graphics Library Gdlib 2.0.21 All All All

Application Gd Graphics Library Gdlib 2.0.22 All All All

Application Gd Graphics Library Gdlib 2.0.23 All All All

Application Gd Graphics Library Gdlib 2.0.26 All All All

Application Gd Graphics Library Gdlib 2.0.27 All All All

Application Gd Graphics Library Gdlib 2.0.28 All All All

Application Gd Graphics Library Gdlib 2.0.33 All All All

Application Gd Graphics Library Project Gd Graphics Library All All All All

Application Php Php All All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Server 3.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 3.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All

References

Reference Source Link Tags
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USN-473-1: libgd2 vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat update for php - Advisories - Secunia SECUNIA secunia.com

Trustix Update for Various Packages - Advisories - Secunia SECUNIA secunia.com
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GD Graphics Library JIS-Encoded Font Buffer Overflow Vulnerability BID www.securityfocus.com
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Mandriva update for gd - Advisories - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDKSA-2007:035 | Mandriva MANDRIVA www.mandriva.com

Fedora update for gd - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Mandriva update for php - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

[SECURITY] Fedora 13 Update: libwmf-0.2.8.4-22.fc13 FEDORA lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-14 Mark J Cox Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=234312 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/

There are currently no legacy QID mappings associated with this CVE.
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