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CVE CVE-2007-0458
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-02 20:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Unspecified vulnerability in the HTTP dissector in Wireshark (formerly Ethereal) 0.99.3 and 0.99.4 allows remote attackers 1

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-noinfo | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wireshark Wireshark 0.99.3 All All All


https://cve.report/
https://cve.report/CVE-2007-0458/mitre
https://cve.report/CVE-2007-0458/nist
https://cve.report/CVE-2007-0458/cve_org
https://cve.report/api/cve/CVE-2007-0458.json
https://cve.report/CVE-2007-0458.pdf
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark

Application Wireshark Wireshark 0.99.4 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
Wireshark Multiple Denial of Service Vulnerabilities - Advisories - Secunia af854a3
IBM X-Force Exchange af854a3
Repository / Oval Repository af854a3
Mandriva update for wireshark - Advisories - Secunia af854a3
Fedora update for wireshark - Advisories - Secunia af854a3
Webmail - OVH af854a3
ASA-2007-166 (RHSA-2007-0066) af854a3
SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia af854a3
rPath update for wireshark and tshark - Advisories - Secunia af854a3
osvdb.org/33075 af854a3
Advisories - Mandriva Linux af854a3
patches.sgi.com/support/free/security/advisories/20070301-01-P.asc af854a3
Wireshark Multiple Protocol Denial of Service Vulnerabilities af854a3
Red Hat update for wireshark - Advisories - Secunia af854a3
Repository / Oval Repository af854a3
Avaya Products Wireshark Multiple Denial of Service Vulnerabilities - Advisories - Secunia af854a3
issues.rpath.com/browse/RPL-985 af854a3
SecurityTracker.com Archives - Wireshark Bugs in TCP, HTTP, IEEE 802.11, and LLT Dissectors Let Remote Users Deny Service af854a3
[SECURITY] Fedora Core 5 Update: wireshark-0.99.5-1.fc5 | FedoraNEWS.ORG af854a3
Wireshark: wnpa-sec-2007-01 af854a3
rhn.redhat.com | Red Hat Support af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD

(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/24016
https://exchange.xforce.ibmcloud.com/vulnerabilities/32054
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10966
http://secunia.com/advisories/24011
http://secunia.com/advisories/24084
http://www.vupen.com/english/advisories/2007/0443
http://support.avaya.com/elmodocs2/security/ASA-2007-166.htm
http://secunia.com/advisories/24650
http://secunia.com/advisories/24025
http://osvdb.org/33075
http://www.mandriva.com/security/advisories?name=MDKSA-2007:033
ftp://patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
http://www.securityfocus.com/bid/22352
http://secunia.com/advisories/24515
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A14836
http://secunia.com/advisories/24970
https://issues.rpath.com/browse/RPL-985
http://securitytracker.com/id?1017581
http://fedoranews.org/cms/node/2565
http://www.wireshark.org/security/wnpa-sec-2007-01.html
http://www.redhat.com/support/errata/RHSA-2007-0066.html
https://www.cve.org/CVERecord?id=CVE-2007-0458
https://nvd.nist.gov/vuln/detail/CVE-2007-0458
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