
CVE-2007-0471
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2007-0471

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-24 01:28:00 UTC

Updated 2018-10-16 16:32:00 UTC

Description sre/params.php in the Integrity Clientless Security (ICS) component in Check Point Connectra NGX R62 3.x and earlier before Security Hotfix 5, and possibly VPN-1 NGX R62, allows remote attackers to bypass security requirements via a crafted Report parameter, which returns a valid ICSCookie authentication token.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Connectra Ngx All All All All

References

Reference Source

SecurityReason - Check Point Connectra End Point security bypass SREASON

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

[Full-disclosure] Check Point Connectra End Point security bypass FULLDISC

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Check Point SecureKnowledge MISC

31655 OSVDB

Check Point Software: NGX R62 Security Hotfix 7 CONFIRM

Check Point Software: NGX R62 Windows Security Hotfix 1 MISC

SecurityTracker.com Archives - Check Point Connectra Integrity Clientless Security Lets Users Bypass the Scanning Function SECTRACK

Check Point Products ICS Security Bypass - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

Check Point Software: Download Center: login MISC
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http://secureknowledge.checkpoint.com/SecureKnowledge/viewSolutionDocument.do?lid=sk32472
http://osvdb.org/31655
http://www.checkpoint.com/downloads/latest/hfa/connectra/security_r62.html
http://www.checkpoint.com/downloads/latest/hfa/vpn1_security/vpn1_R62_Windows.html
http://securitytracker.com/id?1017560
http://secunia.com/advisories/23847
http://www.securityfocus.com/archive/1/457683/100/0/threaded
http://updates.checkpoint.com/fileserver/ID/7126/FILE/VPN-1_Hotfix1.pdf


SecurityTracker.com Archives - Check Point VPN-1 Integrity Clientless Security Lets Users Bypass the Scanning Function SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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