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Summary

CVE CVE-2007-0472

State PUBLIC

Assigner security@ubuntu.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-03 23:28:00 UTC

Updated 2011-03-08 02:49:00 UTC

Description Multiple race conditions in Smb4K before 0.8.0 allow local users to (1) modify arbitrary files via unspecified manipulations of Smb4K's lock file, which is not properly handled by the remove_lock_file function in core/smb4kfileio.cpp, and (2) add lines to the sudoers file via a symlink attack on temporary files, which isn't properly handled by the writeFile function in core/smb4kfileio.cpp.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Smb4k Smb4k 0.4 All All All

Application Smb4k Smb4k 0.5 All All All

Application Smb4k Smb4k 0.6 All All All

Application Smb4k Smb4k 0.7 All All All

Application Smb4k Smb4k 0.4 All All All

Application Smb4k Smb4k 0.5 All All All

Application Smb4k Smb4k 0.6 All All All

Application Smb4k Smb4k 0.7 All All All
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smb4K Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

BerliOS Developer: File Release Notes and Changelog CONFIRM developer.berlios.de

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

SMB4K Multiple Vulnerabilities BID www.securityfocus.com

Gentoo Linux Documentation -- Smb4K: Multiple vulnerabilities GENTOO www.gentoo.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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