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Summary

CVE CVE-2007-0480

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-25 00:28:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Cisco IOS 9.x, 10.x, 11.x, and 12.x and IOS XR 2.0.x, 3.0.x, and 3.2.x allows remote attackers to cause a denial of service or execute arbitrary code via a crafted IP option in the IP header in a (1) ICMP, (2) PIMv2, (3) PGM, or (4) URD packet.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ios Transmission Control Protocol 12 All All All

Hardware Cisco Ios Transmission Control Protocol 12.0da All All All

Hardware Cisco Ios Transmission Control Protocol 12.0db All All All

Hardware Cisco Ios Transmission Control Protocol 12.0dc All All All

Hardware Cisco Ios Transmission Control Protocol 12.0s All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sc All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sl All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sp All All All

Hardware Cisco Ios Transmission Control Protocol 12.0st All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sx All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sy All All All

Hardware Cisco Ios Transmission Control Protocol 12.0sz All All All

Hardware Cisco Ios Transmission Control Protocol 12.0t All All All

Hardware Cisco Ios Transmission Control Protocol 12.0w All All All

Hardware Cisco Ios Transmission Control Protocol 12.0wc All All All

Hardware Cisco Ios Transmission Control Protocol 12.0wt All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xa All All All

https://cve.report/
https://cve.report/CVE-2007-0480/mitre
https://cve.report/CVE-2007-0480/nist
https://cve.report/CVE-2007-0480/cve_org
https://cve.report/api/cve/CVE-2007-0480.json
https://cve.report/CVE-2007-0480.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol


Hardware Cisco Ios Transmission Control Protocol 12.0xa All All All
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Hardware Cisco Ios Transmission Control Protocol 12.0xd All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xe All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xf All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xg All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xh All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xi All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xj All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xk All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xl All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xm All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xq All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xr All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xs All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xv All All All

Hardware Cisco Ios Transmission Control Protocol 12.0xw All All All
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Hardware Cisco Ios Transmission Control Protocol 12.1az All All All
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Hardware Cisco Ios Transmission Control Protocol 12.1eu All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ev All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ew All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ex All All All
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Hardware Cisco Ios Transmission Control Protocol 12.1xe All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xf All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xg All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xh All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xi All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xj All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xl All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xp All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xq All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xr All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xs All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xt All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xu All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xv All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xw All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xx All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xy All All All

Hardware Cisco Ios Transmission Control Protocol 12.1xz All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ya All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yb All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yc All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yd All All All

Hardware Cisco Ios Transmission Control Protocol 12.1ye All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yf All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yh All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yi All All All

Hardware Cisco Ios Transmission Control Protocol 12.1yj All All All

Hardware Cisco Ios Transmission Control Protocol 12.2 All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_transmission_control_protocol
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Hardware Cisco Ios Transmission Control Protocol 12.3xk All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xq All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xr All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xs All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xu All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xw All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xx All All All

Hardware Cisco Ios Transmission Control Protocol 12.3xy All All All

Hardware Cisco Ios Transmission Control Protocol 12.3ya All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yd All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yf All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yg All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yh All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yi All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yj All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yk All All All

Hardware Cisco Ios Transmission Control Protocol 12.3ym All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yq All All All

Hardware Cisco Ios Transmission Control Protocol 12.3ys All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yt All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yu All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yx All All All

Hardware Cisco Ios Transmission Control Protocol 12.3yz All All All

Hardware Cisco Ios Transmission Control Protocol 12.4 All All All

Hardware Cisco Ios Transmission Control Protocol 12.4mr All All All

Hardware Cisco Ios Transmission Control Protocol 12.4sw All All All

Hardware Cisco Ios Transmission Control Protocol 12.4t All All All

Hardware Cisco Ios Transmission Control Protocol 12.4xa All All All

Hardware Cisco Ios Transmission Control Protocol 12.4xb All All All

Hardware Cisco Ios Transmission Control Protocol 12.4xc All All All
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