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Summary

CVE CVE-2007-0528

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-26 01:28:00 UTC

Updated 2018-10-16 16:33:00 UTC

Description The admin web console implemented by the Centrality Communications (aka Aredfox) PA168 chipset and firmware 1.54 and earlier, as provided by various IP phones, does not require passwords or authentication tokens when using HTTP, which allows remote attackers to connect to existing superuser sessions and obtain sensitive information (passwords and configuration data).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Centrality Communications Pa168 Chipset All All All All

References

Reference Source Link Tags

SOYO G668 Ethernet IP Phone Session Management Vulnerability - Advisories - Secunia SECUNIA secunia.com

ProCheckUp - Security Vulnerabilities 2005 MISC www.procheckup.com Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

ATCOM AT-320ED IP Phone Session Management Vulnerability - Advisories - Secunia SECUNIA secunia.com

PA168 Chipset IP Phones Weak Session Management Exploit EXPLOIT-DB www.exploit-db.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

32966 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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