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Summary

CVE CVE-2007-0602

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-30 18:28:00 UTC

Updated 2018-10-16 16:33:00 UTC

Description Buffer overflow in libvsapi.so in the VSAPI library in Trend Micro VirusWall 3.81 for Linux, as used by IScan.BASE/vscan, allows local users to gain privileges via a long command line argument, a different vulnerability than CVE-2005-0533.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Viruswall 3.81 All All All

Application Trend Micro Viruswall 3.81 All All All

References

Reference Source

Buffer overflow in VSAPI library of Trend Micro VirusWall 3.81 for Linux - CXSecurity.com SREASON

SecurityFocus BUGTRAQ

Bot Verification MISC

SecurityTracker.com Archives - InterScan VirusWall Buffer Overflow in 'libvsapi.so' May Let Local Users Gain Elevated Privileges SECTRACK

[Vulnerability Response] - Segmentation fault in Trend Micro InterScan VirusWall (ISVW) 3.81 for Linux virus scan tool [EN-1034124] CONFIRM

33043 OSVDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Bot Verification MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/archive/1/458111/100/0/threaded
http://www.devtarget.org/trendmicro-advisory-01-2007.txt
http://securitytracker.com/id?1017562
http://esupport.trendmicro.com/support/viewxml.do?ContentID=EN-1034124&id=EN-1034124
http://osvdb.org/33043
http://www.vupen.com/english/advisories/2007/0367
http://www.devtarget.org/tmvwall381v3_exp.c
https://www.cve.org/CVERecord?id=CVE-2007-0602
https://nvd.nist.gov/vuln/detail/CVE-2007-0602


There are currently no legacy QID mappings associated with this CVE.
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