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CVE CVE-2007-0619
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-01-31 11:28:00 UTC
Updated 2011-03-08 02:50:00 UTC
Description chmlib before 0.39 allows user-assisted remote attackers to execute arbitrary code via a crafted page block length in a CHM

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Chmlib Chmlib All All All

Edition

Language

References

Reference

CHMIib Page Block Length Memory Corruption Vulnerability - Advisories - Secunia
Gentoo update for chmlib - Advisories - Secunia

20070126 Multiple Vendor libchm Page Block Length Memory Corruption Vulnerability
CHM Lib Multiple Unspecified Buffer Overflow Vulnerabilities

Webmail- OVH

CHMIib: User-assisted remote execution of arbitrary code — Gentoo Linux Documentation
CHM lib

chmlib Page Block Length Validation Flaw Lets Remote Users Execute Arbitrary Code - SecurityTracker
Security Announcement

CVE Program record

NVD vulnerability detail

/

Source

SECUNIA

SECUNIA

IDEFENSE

BID

VUPEN

GENTOO

CONFIRM

SECTRACK

SUSE

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

Link

secunia.com
secunia.com
labs.idefense.com
www.securityfocus.c
www.vupen.com
security.gentoo.org
morte.jedrea.com
securitytracker.com
www.novell.com
WWW.Cve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2007-0619/mitre
https://cve.report/CVE-2007-0619/nist
https://cve.report/CVE-2007-0619/cve_org
https://cve.report/api/cve/CVE-2007-0619.json
https://cve.report/CVE-2007-0619.pdf
http://cve.report/vendor/chmlib
http://cve.report/software/chmlib/chmlib
http://secunia.com/advisories/23975
http://secunia.com/advisories/24335
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=468
http://www.securityfocus.com/bid/22258
http://www.vupen.com/english/advisories/2007/0361
http://security.gentoo.org/glsa/glsa-200702-12.xml
http://morte.jedrea.com/~jedwin/projects/chmlib/
http://securitytracker.com/id?1017565
http://www.novell.com/linux/security/advisories/2007_3_sr.html
https://www.cve.org/CVERecord?id=CVE-2007-0619
https://nvd.nist.gov/vuln/detail/CVE-2007-0619

There are currently no legacy QID mappings associated with this CVE.
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