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Summary

CVE CVE-2007-0649

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-01 01:28:00 UTC

Updated 2018-10-16 16:33:00 UTC

Description Variable overwrite vulnerability in interface/globals.php in OpenEMR 2.8.2 and earlier allows remote attackers to overwrite arbitrary program variables and conduct other unauthorized activities, such as conduct (a) remote file inclusion attacks via the srcdir parameter in custom/import_xml.php or (b) cross-site scripting (XSS) attacks via the rootdir parameter in interface/login/login_frame.php, via vectors associated with extract operations on the (1) POST and (2) GET superglobal arrays. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openemr Openemr All All All All

References

Reference

33609

OpenEMR Login_Frame.PHP Cross-Site Scripting Vulnerability

SecurityFocus

SecurityFocus

OpenEMR Import_XML.PHP Remote File Include Vulnerability

SecurityFocus

[VIM] [still bogus] V [mike at carstein.kill-9.pl: Re: Open Conference Systems = 2.8.2 Remote File Inclusion] (fwd)

SecurityFocus

SecurityFocus

Open Conference Systems = 2.8.2 Remote File Inclusion - CXSecurity.com

[VIM] VERIFY of RFI and XSS in OpenEMR 2.8.2 (was [still bogus] V [mike at carstein.kill-9.pl: Re: Open Conference Systems = 2.8.2 Remote File Inclusion])

SecurityFocus

33603
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http://www.securityfocus.com/bid/22346
http://www.securityfocus.com/archive/1/458476/100/0/threaded
http://attrition.org/pipermail/vim/2007-January/001254.html
http://www.securityfocus.com/archive/1/458456/100/0/threaded
http://www.securityfocus.com/archive/1/458565/100/0/threaded
http://securityreason.com/securityalert/2202
http://attrition.org/pipermail/vim/2007-January/001258.html
http://www.securityfocus.com/archive/1/458486/100/0/threaded
http://osvdb.org/33603


CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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