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Summary

CVE CVE-2007-0720

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-13 21:19:00 UTC

Updated 2020-12-15 02:02:00 UTC

Description The CUPS service on multiple platforms allows remote attackers to cause a denial of service (service hang) via a "partially-negotiated" SSL connection, which prevents other requests from being accepted.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X All All All All

Application Cups Cups All All All All

Application Cups Cups All All All All

References

Reference Source Link

[SECURITY] Fedora Core 5 Update: cups-1.2.8-1.fc5 | FedoraNEWS.ORG FEDORA fedoranews.org

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

232243 – CVE-2007-0720 Incomplete SSL negotiation prevents other clients from connecting to CUPS server MISC bugzilla.redhat.com

Apple Mac OS X Multiple Applications Multiple Vulnerabilities BID www.securityfocus.com

Gentoo update for cups - Advisories - Secunia SECUNIA secunia.com

About the security content of Mac OS X 10.4.9 and Security Update 2007-003 CONFIRM docs.info.apple.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Security Announcement SUSE www.novell.com

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003 APPLE lists.apple.com

Support | Red Hat REDHAT www.redhat.com
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http://www.redhat.com/support/errata/RHSA-2007-0123.html


Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CUPS Incomplete SSL Negotiation Denial of Service - Advisories - Secunia SECUNIA secunia.com

US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities CERT www.us-cert.gov

SecurityFocus BUGTRAQ www.securityfocus.com

Avaya Products CUPS Incomplete SSL Negotiation Denial of Service - Secunia.com SECUNIA secunia.com

issues.rpath.com/browse/RPL-1173 CONFIRM issues.rpath.com

Mac OS X CUPS SSL Negotiation Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

ASA-2007-194 (RHSA-2007-0123) CONFIRM support.avaya.com

Red Hat update for cups - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Security Announcement SUSE www.novell.com

Gentoo Linux Documentation -- CUPS: Denial of Service GENTOO security.gentoo.org

Repository / Oval Repository OVAL oval.cisecurity.org

CUPS Partial SSL Connection Remote Denial of Service Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Mandriva update for cups - Secunia.com SECUNIA secunia.com

rPath update for cups, poppler, and tetex - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Fedora update for cups - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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