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CVE CVE-2007-0776
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-26 19:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Heap-based buffer overflow in the _cairo_pen_init function in Mozilla Firefox 2.x before 2.0.0.2, Thunderbird before 1.5.0.1(

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox All All All All


https://cve.report/
https://cve.report/CVE-2007-0776/mitre
https://cve.report/CVE-2007-0776/nist
https://cve.report/CVE-2007-0776/cve_org
https://cve.report/api/cve/CVE-2007-0776.json
https://cve.report/CVE-2007-0776.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

MFSA 2007-01: Crashes with evidence of memory corruption (rv:1.8.0.10/1.8.1.2)
Mozilla Firefox Memory Corruption in Layout Engine, SVG, and Javascript Engine May Let Remote Users Execute Arbitrary Code - SecurityTr
Advisories | Mandriva

Gentoo update for thunderbird - Advisories - Secunia

Slackware update for mozilla-firefox - Advisories - Secunia

Security Announcement

US-CERT Vulnerability Note VU#551436

SUSE update for MozillaFirefox and seamonkey - Advisories - Secunia

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: MozillaFirefox (SUSE-SA:2007:019)
SecurityFocus

The Slackware Linux Project: Slackware Security Advisories

SecurityFocus

[SECURITY] Fedora Core 5 Update: firefox-1.5.0.10-1.fc5 | FedoraNEWS.ORG
Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities

rPath update for firefox and thunderbird - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

Fedora update for firefox - Advisories - Secunia

Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia

Gentoo Linux Documentation -- SeaMonkey: Multiple vulnerabilities

[SECURITY] Fedora Core 5 Update: thunderbird-1.5.0.10-1.fc5 | FedoraNEWS.ORG
Webmail - OVH

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Secunia
www.osvdb.org/32113

Fedora update for firefox - Advisories - Secunia

Mozilla Thunderbird/SeaMonkey/Firefox Multiple Remote Vulnerabilities

IBM X-Force Exchange
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.mozilla.org/security/announce/2007/mfsa2007-01.html
http://www.securitytracker.com/id?1017698
http://www.mandriva.com/security/advisories?name=MDKSA-2007:052
http://secunia.com/advisories/24522
http://secunia.com/advisories/24455
http://www.novell.com/linux/security/advisories/2007_22_mozilla.html
http://www.kb.cert.org/vuls/id/551436
http://secunia.com/advisories/24384
http://security.gentoo.org/glsa/glsa-200703-18.xml
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0001.html
http://www.securityfocus.com/archive/1/461809/100/0/threaded
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.338131
http://www.securityfocus.com/archive/1/461336/100/0/threaded
http://fedoranews.org/cms/node/2713
http://security.gentoo.org/glsa/glsa-200703-04.xml
http://secunia.com/advisories/24293
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.374851
http://secunia.com/advisories/24328
http://secunia.com/advisories/24205
http://www.gentoo.org/security/en/glsa/glsa-200703-08.xml
http://fedoranews.org/cms/node/2749
http://www.vupen.com/english/advisories/2007/0718
http://secunia.com/advisories/24238
http://www.osvdb.org/32113
http://secunia.com/advisories/24320
http://www.securityfocus.com/bid/22694
https://exchange.xforce.ibmcloud.com/vulnerabilities/32698

vvepirndll . S0IuULlor ge rmessagerie proiessiorineie - Uvrcioua- uvr
issues.rpath.com/browse/RPL-1081

Webmail - OVH

The Slackware Linux Project: Slackware Security Advisories

Slackware update for mozilla-thunderbird - Advisories - Secunia

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (Dt
Ubuntu update for thunderbird - Advisories - Secunia

Bug 360645 — Firefox 2.0 SVG "_cairo_pen_init" Heap Overflow

USN-428-1: Firefox vulnerabilities | Ubuntu

Gentoo update for mozilla-firefox and mozilla-firefox-bin - Advisories - Secunia
Fedora update for thunderbird - Advisories - Secunia

Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Secunia

[SECURITY] Fedora Core 6 Update: thunderbird-1.5.0.10-1.fc6 | FedoraNEWS.ORG
Gentoo update for seamonkey - Advisories - Secunia

Slackware update for seamonkey - Advisories - Secunia

USN-431-1: Thunderbird vulnerabilities | Ubuntu

[SECURITY] Fedora Core 6 Update: firefox-1.5.0.10-1.fc6 | FedoraNEWS.ORG
Ubuntu update for firefox - Advisories - Secunia

Mandriva update for thunderbird - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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http://www.vupen.com/english/advisories/2008/0083
https://issues.rpath.com/browse/RPL-1081
http://www.vupen.com/english/advisories/2007/0719
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.363947
http://secunia.com/advisories/24456
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00771742
http://secunia.com/advisories/24410
https://bugzilla.mozilla.org/show_bug.cgi?id=360645
http://www.ubuntu.com/usn/usn-428-1
http://secunia.com/advisories/24393
http://secunia.com/advisories/24406
http://secunia.com/advisories/24252
http://fedoranews.org/cms/node/2747
http://secunia.com/advisories/24437
http://secunia.com/advisories/24457
http://www.ubuntu.com/usn/usn-431-1
http://fedoranews.org/cms/node/2728
http://secunia.com/advisories/24333
http://secunia.com/advisories/24389
https://www.cve.org/CVERecord?id=CVE-2007-0776
https://nvd.nist.gov/vuln/detail/CVE-2007-0776
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
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