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Summary

CVE CVE-2007-0805

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-07 11:28:00 UTC

Updated 2018-10-16 16:34:00 UTC

Description The ps (/usr/ucb/ps) command on HP Tru64 UNIX 5.1 1885 allows local users to obtain sensitive information, including environment variables of arbitrary processes, via the "auxewww" argument, a similar issue to CVE-1999-1587.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Tru64 5.1 All All All

Operating System Hp Tru64 5.1 All All All

References

Reference Source Link

rawlab.mindcreations.com/codes/exp/nix/osf1tru64ps.ksh MISC rawlab.mindcreations.com

HP Tru64 UNIX ps Command Discloses Potentially Sensitive Information to Local Users - SecurityTracker SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

HPSBTU02179 HP h20000.www2.hp.com

33113 OSVDB osvdb.org

HP Tru64 Process Environment Disclosure Security Issue - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - HP Tru64 UNIX ps Command Discloses Environment Variables to Local Users SECTRACK securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

[Full-disclosure] Orkut Vulnerability FULLDISC lists.grok.org.uk
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HP Tru64 UNIX "ps" Command Information Disclosure - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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