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Summary

CVE CVE-2007-0819

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-08 18:28:00 UTC

Updated 2017-07-29 01:30:00 UTC

Description HP Network Node Manager (NNM) Remote Console 7.50, 7.51, and 7.53 assigns Everyone Full Control permission for the %PROGRAMFILES%\HP OpenView directory tree, which allows local users to gain privileges via a Trojan horse executable file or ActiveX component, or a modified bin\ovtrcsvc.exe for the HP Open View Shared Trace Service.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Network Node Manager 7.5 All All All

Application Hp Network Node Manager 7.5 All All All

References

Reference

HP OpenView Network Node Manager Insecure Default Directory Permissions - Advisories - Secunia

SecurityTracker.com Archives - HP OpenView Network Node Manager Unsafe Folder Permissions Lets Local Windows Users Gain Elevated Privileges

33130

'[security bulletin] HPSBMA02448 SSRT061231 rev.1 - HP Network Node Manager (NNM) Remote Console Runn' - MARC

HP OpenView Network Node Manager Insecure Permissions Vulnerability

20070208 SecurityVulns.com: HP Network Node Manager remote console weak files permissions

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

404 Vulners - Vulnerability Data Base

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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