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Summary

CVE CVE-2007-0822

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-07 20:28:00 UTC

Updated 2010-09-15 05:43:00 UTC

Description umount, when running with the Linux 2.6.15 kernel on Slackware Linux 10.2, allows local users to trigger a NULL dereference and application crash by invoking the program with a pathname for a USB pen drive that was mounted and then physically removed, which might allow the users to obtain sensitive information, including core file contents.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.15 All All All

Operating System Linux Linux Kernel 2.6.15 All All All

References

Reference Source Link

Page not found | Programming, hacks and random stuff MISC gotfault.wordpress.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

20070201 umount crash and xterm (kind of) information leak! FULLDISC archives.neohapsis.com

util-linux 'umount' NULL Dereference Lets Local Users Obtain Memory Contents - SecurityTracker SECTRACK www.securitytracker.com

33652 OSVDB osvdb.org

Util-Linux Umount Filesystem NULL Pointer Dereference Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-02-09 Mark J Cox Red Hat does not consider this issue to be a security vulnerability. On Red Hat Enterprise Linux processes that change their effective UID do not dump core by default when they receive a fatal signal. Therefore the NULL pointer dereference does not lead to an information leak.
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There are currently no legacy QID mappings associated with this CVE.
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