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Summary

CVE CVE-2007-0823

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-07 20:28:00 UTC

Updated 2008-11-15 06:42:00 UTC

Description xterm on Slackware Linux 10.2 stores information that had been displayed for a different user account using the same xterm process, which might allow local users to bypass file permissions and read other users' files, or obtain other sensitive information, by reading the xterm process memory. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Slackware Slackware Linux 10.2 All All All

Operating System Slackware Slackware Linux 10.2 All All All

References

Reference Source Link Tags

33651 OSVDB osvdb.org

20070201 umount crash and xterm (kind of) information leak! FULLDISC archives.neohapsis.com

Page not found | Programming, hacks and random stuff MISC gotfault.wordpress.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-02-09 Mark J Cox Red Hat does not consider this issue to be a security vulnerability. It is correct and expected behavior for xterm not to zero-fill its scrollback buffer upon reception of terminal clear excape sequence.

There are currently no legacy QID mappings associated with this CVE.
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