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CVE-2007/-0851

MITRE NVD CVE.ORG Print: PDF %5

CVE-2007-0851

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-02-08 18:28:00 UTC

2017-07-29 01:30:00 UTC

Buffer overflow in the Trend Micro Scan Engine 8.000 and 8.300 before virus pattern file 4.245.00, as used in other product

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Lang
Application Trend Micro  Client-server-messaging Suite Smb  gold All windows All
Application Trend Micro Client-server-messaging Suite Smb  gold All windows All
Application Trend Micro  Client-server Suite Smb gold All windows All
Application Trend Micro  Client-server Suite Smb gold All windows All
Application Trend Micro  Control Manager 2.5.0 All All All
Application Trend Micro  Control Manager 35 All All All
Application Trend Micro  Control Manager gold All as_400 All
Application Trend Micro  Control Manager gold All solaris All
Application Trend Micro  Control Manager gold All s_390 All
Application  Trend Micro  Control Manager gold All windows All
Application Trend Micro  Control Manager gold All windows_nt All
Application  Trend Micro  Control Manager netware All All All
Application Trend Micro  Control Manager 2.5.0 All All All
Application  Trend Micro  Control Manager 3.5 All All All
Application Trend Micro  Control Manager gold All as_400 All
Application Trend Micro  Control Manager gold All solaris All
Application Trend Micro  Control Manager gold All s 390 All
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4]

IBM X-Force Exchange

JVN:JVN#77366274
CVE Program record

NVD vulnerability detail

US-CERT Vulnerability Notes

www.jpcert.or.jp/at/2007/at070004.txt

20070208 Trend Micro AntiVirus UPX Parsing Kernel Buffer Overflow Vulnerability
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Trend Micro Antivirus UPX Compressed PE File Buffer Overflow Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CCC Cleaner UPX Processing Buffer Overflow Vulnerability - Advisories - Secunia

Trend Micro Products UPX Processing Buffer Overflow Vulnerability - Advisories - Secunia

JUN#77366274: CCCH ) —F—[CHIFBN\Nv T 7A=)\—JO—-DIEFHMN

[Vulnerability Awareness] UPX Parsing Kernel Buffer Overflow Vulnerability in VSAPI [EN-1034289]

Trend Micro OfficeScan UPX File Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker

Trend Micro Interscan VirusWall UPX File Buffer Overflow Lets Remote Users Execute Arbitrary Code - Security Tracker

Trend Micro PC-cillin UPX File Buffer Overflow Lets Remote Users Execute Arbitrary Code - Security Tracker

Source

IDEFENSE

VUPEN

BID

VUPEN

SECTRACK

SECTRACK

CONFIRM

SECUNIA

CERT-VN

SECTRACK

SECUNIA

JVN

OSvDB

XF

MISC

MITRE

CVE.ORG

NVD

Linl
labs
WW\
WW\
WW\
secl
secl
esuy|
secl
WW\
secl
secl
jvn.|
oSV
excl
WW\

jvn,j

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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