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Summary

CVE CVE-2007-0851

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-08 18:28:00 UTC

Updated 2017-07-29 01:30:00 UTC

Description Buffer overflow in the Trend Micro Scan Engine 8.000 and 8.300 before virus pattern file 4.245.00, as used in other products such as Cyber Clean Center (CCC) Cleaner, allows remote attackers to execute arbitrary code via a malformed UPX compressed executable.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Client-server-messaging Suite Smb gold All windows All

Application Trend Micro Client-server-messaging Suite Smb gold All windows All

Application Trend Micro Client-server Suite Smb gold All windows All

Application Trend Micro Client-server Suite Smb gold All windows All

Application Trend Micro Control Manager 2.5.0 All All All

Application Trend Micro Control Manager 3.5 All All All

Application Trend Micro Control Manager gold All as_400 All

Application Trend Micro Control Manager gold All solaris All

Application Trend Micro Control Manager gold All s_390 All

Application Trend Micro Control Manager gold All windows All

Application Trend Micro Control Manager gold All windows_nt All

Application Trend Micro Control Manager netware All All All

Application Trend Micro Control Manager 2.5.0 All All All

Application Trend Micro Control Manager 3.5 All All All

Application Trend Micro Control Manager gold All as_400 All

Application Trend Micro Control Manager gold All solaris All

Application Trend Micro Control Manager gold All s_390 All
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Application Trend Micro Control Manager gold All s_390 All

Application Trend Micro Control Manager gold All windows All

Application Trend Micro Control Manager gold All windows_nt All

Application Trend Micro Control Manager netware All All All

Application Trend Micro Interscan Emanager 3.5 All hp All

Application Trend Micro Interscan Emanager 3.5.2 All windows All

Application Trend Micro Interscan Emanager 3.51 All All All

Application Trend Micro Interscan Emanager 3.51_j All All All

Application Trend Micro Interscan Emanager 3.6 All linux All

Application Trend Micro Interscan Emanager 3.6 All sun All

Application Trend Micro Interscan Emanager 3.5 All hp All

Application Trend Micro Interscan Emanager 3.5.2 All windows All

Application Trend Micro Interscan Emanager 3.51 All All All

Application Trend Micro Interscan Emanager 3.51_j All All All

Application Trend Micro Interscan Emanager 3.6 All linux All

Application Trend Micro Interscan Emanager 3.6 All sun All

Application Trend Micro Interscan Messaging Security Suite All All linux_5.1.1 All

Application Trend Micro Interscan Messaging Security Suite 3.81 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5_build_1183 All All All

Application Trend Micro Interscan Messaging Security Suite gold All linux All

Application Trend Micro Interscan Messaging Security Suite gold All solaris All

Application Trend Micro Interscan Messaging Security Suite gold All windows All

Application Trend Micro Interscan Messaging Security Suite All All linux_5.1.1 All

Application Trend Micro Interscan Messaging Security Suite 3.81 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5 All All All

Application Trend Micro Interscan Messaging Security Suite 5.5_build_1183 All All All

Application Trend Micro Interscan Messaging Security Suite gold All linux All

Application Trend Micro Interscan Messaging Security Suite gold All solaris All

Application Trend Micro Interscan Messaging Security Suite gold All windows All

Application Trend Micro Interscan Viruswall 3.0.1 All linux All

Application Trend Micro Interscan Viruswall 3.0.1 All unix All

Application Trend Micro Interscan Viruswall 3.1.0 All linux All

Application Trend Micro Interscan Viruswall 3.2.3 All All All

Application Trend Micro Interscan Viruswall 3.3 All All All

Application Trend Micro Interscan Viruswall 3.32 All All All
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Application Trend Micro Interscan Viruswall 3.6 All All All

Application Trend Micro Interscan Viruswall 3.6 All hp_ux All

Application Trend Micro Interscan Viruswall 3.6 All solaris All

Application Trend Micro Interscan Viruswall 3.6 All windows_nt All

Application Trend Micro Interscan Viruswall 3.6.0_build1166 All All All

Application Trend Micro Interscan Viruswall 3.6.0_build_1182 All All All

Application Trend Micro Interscan Viruswall 3.6.5 All linux All

Application Trend Micro Interscan Viruswall 3.7.0 All All All

Application Trend Micro Interscan Viruswall 3.7.0_build1190 All All All

Application Trend Micro Interscan Viruswall 3.8.0_build1130 All All All

Application Trend Micro Interscan Viruswall 3.81 All linux All

Application Trend Micro Interscan Viruswall 5.1 All windows_nt All

Application Trend Micro Interscan Viruswall gold All aix All

Application Trend Micro Interscan Viruswall gold All linux_for_smb All

Application Trend Micro Interscan Viruswall gold All smb All

Application Trend Micro Interscan Viruswall gold All windows All

Application Trend Micro Interscan Viruswall gold All windows_nt_for_smb All

Application Trend Micro Interscan Viruswall 3.0.1 All linux All

Application Trend Micro Interscan Viruswall 3.0.1 All unix All

Application Trend Micro Interscan Viruswall 3.1.0 All linux All

Application Trend Micro Interscan Viruswall 3.2.3 All All All

Application Trend Micro Interscan Viruswall 3.3 All All All

Application Trend Micro Interscan Viruswall 3.32 All All All
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Application Trend Micro Interscan Viruswall gold All aix All

Application Trend Micro Interscan Viruswall gold All linux_for_smb All

Application Trend Micro Interscan Viruswall gold All smb All

Application Trend Micro Interscan Viruswall gold All windows All

Application Trend Micro Interscan Viruswall gold All windows_nt_for_smb All

Application Trend Micro Interscan Viruswall For Windows Nt 3.4 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.5 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.51 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.52 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.52_build1466 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.6 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 5.1.0 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.4 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.5 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.51 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.52 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.52_build1466 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 3.6 All All All

Application Trend Micro Interscan Viruswall For Windows Nt 5.1.0 All All All

Application Trend Micro Interscan Viruswall Scan Engine 7.510.0-1002 All All All

Application Trend Micro Interscan Viruswall Scan Engine 7.510.0-1002 All All All

Application Trend Micro Interscan Webmanager 1.2 All All All

Application Trend Micro Interscan Webmanager 2.0 All All All

Application Trend Micro Interscan Webmanager 2.1 All All All

Application Trend Micro Interscan Webmanager 1.2 All All All

Application Trend Micro Interscan Webmanager 2.0 All All All

Application Trend Micro Interscan Webmanager 2.1 All All All

Application Trend Micro Interscan Webprotect gold All isa All

Application Trend Micro Interscan Webprotect gold All isa All

Application Trend Micro Interscan Web Security Suite All All linux All

Application Trend Micro Interscan Web Security Suite All All linux_1.0.0_ja All

Application Trend Micro Interscan Web Security Suite gold All linux All

Application Trend Micro Interscan Web Security Suite gold All solaris All

Application Trend Micro Interscan Web Security Suite gold All windows All

Application Trend Micro Interscan Web Security Suite All All linux All

Application Trend Micro Interscan Web Security Suite All All linux_1.0.0_ja All
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Application Trend Micro Interscan Web Security Suite gold All linux All

Application Trend Micro Interscan Web Security Suite gold All solaris All

Application Trend Micro Interscan Web Security Suite gold All windows All

Application Trend Micro Officescan 3.0 All corporate All

Application Trend Micro Officescan 4.5.0 All microsof_sbs All

Application Trend Micro Officescan 7.3 All All All

Application Trend Micro Officescan corporate_3.0 All windows_nt_server All

Application Trend Micro Officescan corporate_3.1.1 All windows_nt_server All

Application Trend Micro Officescan corporate_3.11 All All All
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Application Trend Micro Officescan corporate_5.5 All All All
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