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Summary

CVE CVE-2007-0882

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-12 20:28:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Argument injection vulnerability in the telnet daemon (in.telnetd) in Solaris 10 and 11 (SunOS 5.10 and 5.11) misinterprets certain client "-f" sequences as valid requests for the login program to skip authentication, which allows remote attackers to log into certain accounts, as demonstrated by the bin account.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.11 All All All

Operating System Sun Sunos 5.10 All All All

Operating System Sun Sunos 5.11 All All All
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SecurityFocus BUGTRAQ

SANS Internet Storm Center; Cooperative Network Security Community - Internet Security - isc MISC

SecurityFocus BUGTRAQ

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Sun Solaris "in.telnetd" Authentication Bypass - Advisories - Secunia SECUNIA

Sun Solaris Telnet Remote Authentication Bypass Vulnerability BID

SecurityFocus BUGTRAQ

Errata Security: Trivial remote Solaris 0day, disable telnet now. MISC

SecurityFocus BUGTRAQ

US-CERT Vulnerability Note VU#881872 CERT-VN

IBM X-Force Exchange XF

Solaris in.telnetd Grants Access to Remote Users - SecurityTracker SECTRACK

Repository / Oval Repository OVAL

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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