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CVE CVE-2007-0897
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-16 19:28:00 UTC
Updated 2017-07-29 01:30:00 UTC
Description Clam AntiVirus ClamAV before 0.90 does not close open file descriptors under certain conditions, which allows remote atta:

/ ]
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
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Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All


https://cve.report/
https://cve.report/CVE-2007-0897/mitre
https://cve.report/CVE-2007-0897/nist
https://cve.report/CVE-2007-0897/cve_org
https://cve.report/api/cve/CVE-2007-0897.json
https://cve.report/CVE-2007-0897.pdf
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav

Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All
Application Clam Anti-virus Clamav All All All All

References

Reference Source

SUSE update for clamav - Advisories - Secunia SECUNIA
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20070215 Multiple Vendor ClamAV CAB File Denial of Service Vulnerability IDEFENSE
Webmail - OVH VUPEN
Advisories | Mandriva MANDRIVA
ClamAV MIME Header Handling and CAB File Processing Vulnerabilities - Advisories - Secunia SECUNIA
SUSE update for clamav - Advisories - Secunia SECUNIA
Gentoo Linux Documentation -- ClamAV: Denial of Service GENTOO
Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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ClamAV CAB File Remote Denial of Service Vulnerability BID
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Debian -- Security Information -- DSA-1263-1 clamav DEBIAN
Clam AntiVirus CAB File Descriptor Leak Lets Remote Users Deny Service - SecurityTracker SECTRACK
32283 OSsvDB
Debian update for clamav - Advisories - Secunia SECUNIA
APPLE-SA-2008-03-18 Security Update 2008-002 APPLE

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: clamav 0.90 (SUSE-SA:2007:017) SUSE

IBM X-Force Exchange XF
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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