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CVE CVE-2007-0908
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-13 23:28:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description The WDDX deserializer in the wddx extension in PHP 5 before 5.2.1 and PHP 4 before 4.4.5 does not properly initialize the

/ ]

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:N/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All


https://cve.report/
https://cve.report/CVE-2007-0908/mitre
https://cve.report/CVE-2007-0908/nist
https://cve.report/CVE-2007-0908/cve_org
https://cve.report/api/cve/CVE-2007-0908.json
https://cve.report/CVE-2007-0908.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sou
rhn.redhat.com | Red Hat Support af8t
rhn.redhat.com | Red Hat Support af8t
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af8t
USN-424-2: PHP regression | Ubuntu af8t
ASA-2007-101 (RHSA-2007-0076) af8t
SUSE update for php4 and php5 - Advisories - Secunia af8t
PHP WDDX Session Deserialization Information Leak Vulnerability af8t
PHP: PHP 5 ChangelLog af8t
ASA-2007-136 (RHSA-2007-081 RHSA-2007-0088) af8t
rhn.redhat.com | Red Hat Support af8t
osvdb.org/32766 af8t
Trustix update for php4 - Advisories - Secunia af8t
IBM X-Force Exchange af8t
PHP 5.2.0 and Prior Versions Multiple Vulnerabilities af8t
USN-424-1: PHP vulnerabilities | Ubuntu af8t
rhn.redhat.com | Red Hat Support af8t
SecurityFocus af8t
Ubuntu update for php - Advisories - Secunia af8t
Avaya Products PHP Multiple Vulnerabilities - Advisories - Secunia af8t
issues.rpath.com/browse/RPL-1088 af8t
PHP: PHP 5.2.1 Release Announcement af8t
SecurityTracker.com Archives - PHP Buffer Overflows and Format String Bugs Permit Code Execution and Denial of Service af8t
Avaya Products php Multiple Vulnerabilities - Advisories - Secunia af8t
Gentoo update for php - Advisories - Secunia af8t
Debian -- Security Information -- DSA-1264-1 php4 af8t
Red Hat update for php - Advisories - Secunia af8t
SecurityReason - PHP WDDX Session Deserialization Information Leak Vulnerability af8t
SGI Advanced Linux Environment 3 Multiple Updates - Advisories - Secunia af8t
rPath update for php, php-mysql, and php-pgsql - Advisories - Secunia af8t



http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.redhat.com/support/errata/RHSA-2007-0082.html
http://www.redhat.com/support/errata/RHSA-2007-0081.html
http://www.vupen.com/english/advisories/2007/0546
http://www.ubuntu.com/usn/usn-424-2
http://support.avaya.com/elmodocs2/security/ASA-2007-101.htm
http://secunia.com/advisories/24514
http://www.securityfocus.com/bid/22806
http://www.php.net/ChangeLog-5.php#5.2.1
http://support.avaya.com/elmodocs2/security/ASA-2007-136.htm
http://rhn.redhat.com/errata/RHSA-2007-0089.html
http://osvdb.org/32766
http://secunia.com/advisories/24419
https://exchange.xforce.ibmcloud.com/vulnerabilities/32493
http://www.securityfocus.com/bid/22496
http://www.ubuntu.com/usn/usn-424-1
http://www.redhat.com/support/errata/RHSA-2007-0088.html
http://www.securityfocus.com/archive/1/461462/100/0/threaded
http://secunia.com/advisories/24217
http://secunia.com/advisories/24432
https://issues.rpath.com/browse/RPL-1088
http://www.php.net/releases/5_2_1.php
http://www.securitytracker.com/id?1017671
http://secunia.com/advisories/24642
http://secunia.com/advisories/24606
http://www.us.debian.org/security/2007/dsa-1264
http://secunia.com/advisories/24248
http://securityreason.com/securityalert/2321
http://secunia.com/advisories/24284
http://secunia.com/advisories/24322
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Red Hat update for php - Advisories - Secunia af8t
Repository / Oval Repository af8t
Gentoo Linux Documentation -- PHP: Multiple vulnerabilities af8t
PHP Multiple Vulnerabilities - Advisories - Secunia af8t
patches.sgi.com/support/free/security/advisories/20070201-01-P.asc af8t
OpenPKG Corporation: Security: Security Advisories af8t
rhn.redhat.com | Red Hat Support af8t
Mandriva update for php - Advisories - Secunia af8t
Red Hat Stronghold update for php - Advisories - Secunia af8t
Debian update for php4 - Advisories - Secunia af8t

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: php security problems (SUSE-SA:2007:020) af8t

Advisories - Mandriva Linux af8t
www.trustix.org/errata/2007/0009 af8t
CVE Program record CVE
NVD vulnerability detail NVL
4 | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.php-security.org/MOPB/MOPB-11-2007.html
http://secunia.com/advisories/24195
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11185
http://security.gentoo.org/glsa/glsa-200703-21.xml
http://secunia.com/advisories/24089
ftp://patches.sgi.com/support/free/security/advisories/20070201-01-P.asc
http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.010.html
http://www.redhat.com/support/errata/RHSA-2007-0076.html
http://secunia.com/advisories/24236
http://secunia.com/advisories/24295
http://secunia.com/advisories/24421
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0003.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:048
http://www.trustix.org/errata/2007/0009/
https://www.cve.org/CVERecord?id=CVE-2007-0908
https://nvd.nist.gov/vuln/detail/CVE-2007-0908
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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