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CVE CVE-2007-0911
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-13 23:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Off-by-one error in the str_ireplace function in PHP 5.2.1 might allow context-dependent attackers to cause a denial of serv

/ |

Risk And Classification

Primary CVSS: v2.0 7.8 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:N/AC:L/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.1 All All All


https://cve.report/
https://cve.report/CVE-2007-0911/mitre
https://cve.report/CVE-2007-0911/nist
https://cve.report/CVE-2007-0911/cve_org
https://cve.report/api/cve/CVE-2007-0911.json
https://cve.report/CVE-2007-0911.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Sou
SUSE update for php4 and php5 - Advisories - Secunia af8t
'[PHP-DEV] PHP 5.2.1 crashing Apache/llS..." - MARC af8t
'Re: [PHP-DEV] PHP 5.2.1 crashing Apache/IIS..." - MARC af8t
Gentoo update for php - Advisories - Secunia af8t
cvs.php.net/viewvc.cgi/php-src/ext/standard/string.c af8t
PHP STR_IReplace Remote Denial of Service Vulnerability af8t
SecurityFocus af8t
osvdb.org/33952 af8t
Gentoo Linux Documentation -- PHP: Multiple vulnerabilities af8t
SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: php security problems (SUSE-SA:2007:020) af8t
CVE Program record CVE
NVD vulnerability detail NVL
< e e e e |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-02-16 Mark J Cox  Not vulnerable. This flaw is a regression of the fix for CVE-2007-0906 affecting PHP version 5.2

4] |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/24514
http://marc.info/?l=php-dev&m=117104930526516&w=2
http://marc.info/?l=php-dev&m=117106751715609&w=2
http://secunia.com/advisories/24606
http://cvs.php.net/viewvc.cgi/php-src/ext/standard/string.c?r1=1.445.2.14.2.36&r2=1.445.2.14.2.37
http://www.securityfocus.com/bid/22505
http://www.securityfocus.com/archive/1/459856/100/0/threaded
http://osvdb.org/33952
http://security.gentoo.org/glsa/glsa-200703-21.xml
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0003.html
https://www.cve.org/CVERecord?id=CVE-2007-0911
https://nvd.nist.gov/vuln/detail/CVE-2007-0911
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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