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Summary

CVE CVE-2007-0918

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-14 02:28:00 UTC

Updated 2022-06-02 17:09:00 UTC

Description The ATOMIC.TCP signature engine in the Intrusion Prevention System (IPS) feature for Cisco IOS 12.4XA, 12.3YA, 12.3T, and other trains allows remote attackers to cause a denial of service (IPS crash and traffic loss) via unspecified manipulations that are not properly handled by the regular expression feature, as demonstrated using the 3123.0 (Netbus Pro Traffic) signature.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ios 12.3xq All All All

Hardware Cisco Ios 12.3xr All All All

Hardware Cisco Ios 12.3xs All All All

Hardware Cisco Ios 12.3xw All All All

Hardware Cisco Ios 12.3xx All All All

Hardware Cisco Ios 12.3xy All All All

Hardware Cisco Ios 12.3ya All All All

Hardware Cisco Ios 12.3yd All All All

Hardware Cisco Ios 12.3yg All All All

Hardware Cisco Ios 12.3yh All All All

Hardware Cisco Ios 12.3yj All All All

Hardware Cisco Ios 12.3yk All All All

Hardware Cisco Ios 12.3ym All All All

Hardware Cisco Ios 12.3yq All All All

Hardware Cisco Ios 12.3ys All All All

Hardware Cisco Ios 12.3yt All All All

Hardware Cisco Ios 12.3yx All All All
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Hardware Cisco Ios 12.3yx All All All

Hardware Cisco Ios 12.3yz All All All

Hardware Cisco Ios 12.4 All All All

Hardware Cisco Ios 12.4mr All All All

Hardware Cisco Ios 12.4t All All All

Hardware Cisco Ios 12.4xa All All All

Hardware Cisco Ios 12.4xb All All All

Operating System Cisco Ios 12.3t All All All

Operating System Cisco Ios 12.3xq All All All

Operating System Cisco Ios 12.3xr All All All

Operating System Cisco Ios 12.3xs All All All

Operating System Cisco Ios 12.3xw All All All

Operating System Cisco Ios 12.3xx All All All

Operating System Cisco Ios 12.3xy All All All

Operating System Cisco Ios 12.3ya All All All

Operating System Cisco Ios 12.3yd All All All

Operating System Cisco Ios 12.3yg All All All

Operating System Cisco Ios 12.3yh All All All

Operating System Cisco Ios 12.3yi All All All

Operating System Cisco Ios 12.3yj All All All

Operating System Cisco Ios 12.3yk All All All

Operating System Cisco Ios 12.3ym All All All

Operating System Cisco Ios 12.3yq All All All

Operating System Cisco Ios 12.3ys All All All

Operating System Cisco Ios 12.3yt All All All

Operating System Cisco Ios 12.3yx All All All

Operating System Cisco Ios 12.3yz All All All

Operating System Cisco Ios 12.4 All All All

Operating System Cisco Ios 12.4mr All All All

Operating System Cisco Ios 12.4t All All All

Operating System Cisco Ios 12.4xa All All All

Operating System Cisco Ios 12.4xb All All All

Hardware Cisco Ios 12.3xq All All All

Hardware Cisco Ios 12.3xr All All All

Hardware Cisco Ios 12.3xs All All All

Hardware Cisco Ios 12.3xw All All All
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Hardware Cisco Ios 12.3xx All All All

Hardware Cisco Ios 12.3xy All All All

Hardware Cisco Ios 12.3ya All All All

Hardware Cisco Ios 12.3yd All All All

Hardware Cisco Ios 12.3yg All All All

Hardware Cisco Ios 12.3yh All All All

Hardware Cisco Ios 12.3yj All All All

Hardware Cisco Ios 12.3yk All All All

Hardware Cisco Ios 12.3ym All All All

Hardware Cisco Ios 12.3yq All All All

Hardware Cisco Ios 12.3ys All All All

Hardware Cisco Ios 12.3yt All All All

Hardware Cisco Ios 12.3yx All All All

Hardware Cisco Ios 12.3yz All All All

Hardware Cisco Ios 12.4 All All All

Hardware Cisco Ios 12.4mr All All All

Hardware Cisco Ios 12.4t All All All

Hardware Cisco Ios 12.4xa All All All

Hardware Cisco Ios 12.4xb All All All

Operating System Cisco Ios 12.3t All All All

Operating System Cisco Ios 12.3yi All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Cisco IOS IPS Feature Set Lets Remote Users Deny Service or Evade Intrusion Detection - SecurityTracker
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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