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Summary

CVE CVE-2007-0932

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-14 11:28:00 UTC

Updated 2018-10-16 16:35:00 UTC

Description The (1) Aruba Mobility Controllers 200, 600, 2400, and 6000 and (2) Alcatel-Lucent OmniAccess Wireless 43xx and 6000 do not properly implement authentication and privilege assignment for the guest account, which allows remote attackers to access administrative interfaces or the WLAN.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Alcatel-lucent Omniaccess Wireless 43xx All All All

Hardware Alcatel-lucent Omniaccess Wireless 6000 All All All

Hardware Alcatel-lucent Omniaccess Wireless 43xx All All All

Hardware Alcatel-lucent Omniaccess Wireless 6000 All All All

Hardware Aruba Mobility Controller 200 All All All

Hardware Aruba Mobility Controller 2400 All All All

Hardware Aruba Mobility Controller 6000 All All All

Hardware Aruba Mobility Controller 800 All All All

Hardware Aruba Mobility Controller 200 All All All

Hardware Aruba Mobility Controller 2400 All All All

Hardware Aruba Mobility Controller 6000 All All All

Hardware Aruba Mobility Controller 800 All All All
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33185 OSVDB osvdb.org

SecurityReason - Aruba Networks - Unauthorized Administrative and WLAN Access through Guest Account SREASON securityreason.com

US-CERT Vulnerability Notes CERT-VN www.kb.cert.org

Aruba Mobility Controller Multiple Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

[Full-disclosure] Aruba Networks - Unauthorized Administrative and WLAN Access through Guest Account FULLDISC lists.grok.org.uk

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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