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CVE CVE-2007-0996
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-27 02:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The child frames in Mozilla Firefox before 1.5.0.10 and 2.x before 2.0.0.2, and SeaMonkey before 1.0.8 inherit the default ¢

/ |

Risk And Classification

Primary CVSS: v2.0 5.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.5 All All All


https://cve.report/
https://cve.report/CVE-2007-0996/mitre
https://cve.report/CVE-2007-0996/nist
https://cve.report/CVE-2007-0996/cve_org
https://cve.report/api/cve/CVE-2007-0996.json
https://cve.report/CVE-2007-0996.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Application Mozilla Firefox 1.5 betat All All
Application Mozilla Firefox 1.5 beta2 All All
Application Mozilla Firefox 1.5.0.1 All All All
Application Mozilla Firefox 1.5.0.2 All All All
Application Mozilla Firefox 1.5.0.3 All All All
Application Mozilla Firefox 1.5.0.4 All All All
Application Mozilla Firefox 1.5.0.5 All All All
Application Mozilla Firefox 1.5.0.6 All All All
Application Mozilla Firefox 1.5.0.7 All All All
Application Mozilla Firefox 1.5.0.8 All All All
Application Mozilla Firefox 1.5.0.9 All All All
Application Mozilla Firefox 2.0 All All All
Application Mozilla Firefox 2.0 beta_1 All All
Application Mozilla Firefox 2.0 rc2 All All
Application Mozilla Firefox 2.0 rc3 All All
Application Mozilla Firefox 2.0.0.1 All All All
Application Mozilla Seamonkey 1.0 All All All
Application Mozilla Seamonkey 1.0 All alpha All
Application Mozilla Seamonkey 1.0 All dev All
Application Mozilla Seamonkey 1.0 beta All All
Application Mozilla Seamonkey 1.0.1 All All All
Application Mozilla Seamonkey 1.0.2 All All All
Application Mozilla Seamonkey 1.0.3 All All All
Application Mozilla Seamonkey 1.04 All All All
Application Mozilla Seamonkey 1.0.5 All All All
Application Mozilla Seamonkey 1.0.6 All All All
Application Mozilla Seamonkey 1.0.7 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

rhn.redhat.com | Red Hat Support

Slackware update for mozilla-firefox - Advisories - Secunia
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OECUrILy ANrourncerrerit

rhn.redhat.com | Red Hat Support

MFSA 2007-02: Improvements to help protect against Cross-Site Scripting attacks
SUSE update for MozillaFirefox and seamonkey - Advisories - Secunia

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: MozillaFirefox (SUSE-SA:2007:019)
The Slackware Linux Project: Slackware Security Advisories

SecurityFocus

[SECURITY] Fedora Core 5 Update: firefox-1.5.0.10-1.fc5 | FedoraNEWS.ORG
osvdb.org/33812

The Slackware Linux Project: Slackware Security Advisories

Debian -- Security Information -- DSA-1336-1 mozilla-firefox

Fedora update for firefox - Advisories - Secunia

Mandriva update for firefox - Advisories - Secunia
patches.sgi.com/support/free/security/advisories/20070202-01-P.asc

Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

Hardened-PHP Project - PhP Security - Advisory 03/2007

[#RPL-1103] thunderbird security update - 1.5.0.10 - rPath Issue Tracking System
Advisories | Mandriva

Red Hat update for firefox - Advisories - Secunia

Fedora update for firefox - Advisories - Secunia

SecurityFocus

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

Red Hat update for thunderbird - Advisories - Secunia

Mozilla Thunderbird/SeaMonkey/Firefox Multiple Remote Vulnerabilities
HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (D¢
Debian update for mozilla-firefox - Advisories - Secunia

Mozilla Firefox Flaws Permit Cross-Site Scripting Attacks and Local File Access - Security Tracker
rhn.redhat.com | Red Hat Support

SGl update for seamonkey - Advisories - Secunia
patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
rhn.redhat.com | Red Hat Support

USN-428-1: Firefox vulnerabilities | Ubuntu

Repository / Oval Repository

rhn.redhat.com | Red Hat Support

Slackware update for seamonkey - Advisories - Secunia


http://www.novell.com/linux/security/advisories/2007_22_mozilla.html
http://www.redhat.com/support/errata/RHSA-2007-0078.html
http://www.mozilla.org/security/announce/2007/mfsa2007-02.html
http://secunia.com/advisories/24384
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0001.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.338131
http://www.securityfocus.com/archive/1/461336/100/0/threaded
http://fedoranews.org/cms/node/2713
http://osvdb.org/33812
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.374851
http://www.debian.org/security/2007/dsa-1336
http://secunia.com/advisories/24328
http://secunia.com/advisories/24343
ftp://patches.sgi.com/support/free/security/advisories/20070202-01-P.asc
http://secunia.com/advisories/24205
http://www.vupen.com/english/advisories/2007/0718
http://www.hardened-php.net/advisory_032007.142.html
https://issues.rpath.com/browse/RPL-1103
http://www.mandriva.com/security/advisories?name=MDKSA-2007:050
http://secunia.com/advisories/24290
http://secunia.com/advisories/24320
http://www.securityfocus.com/archive/1/461076/100/0/threaded
http://secunia.com/advisories/24650
http://secunia.com/advisories/24395
http://www.securityfocus.com/bid/22694
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00771742
http://secunia.com/advisories/25588
http://www.securitytracker.com/id?1017702
http://www.redhat.com/support/errata/RHSA-2007-0079.html
http://secunia.com/advisories/24342
ftp://patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
http://www.redhat.com/support/errata/RHSA-2007-0108.html
http://www.ubuntu.com/usn/usn-428-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10086
http://rhn.redhat.com/errata/RHSA-2007-0077.html
http://secunia.com/advisories/24457

[SECURITY] Fedora Core 6 Update: firefox-1.5.0.10-1.fc6 | FedoraNEWS.ORG
Ubuntu update for firefox - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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