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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-200/-1001

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2007-1001

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2007-04-06 00:19:00 UTC

2018-10-30 16:25:00 UTC

Multiple integer overflows in the (1) createwbmp and (2) readwbmp functions in wbmp.c in the GD library (libgd) in PHP 4.0

| 1|

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application
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Php Php 4.0 betat All All
Php Php 4.0 beta2 All All
Php Php 4.0 beta3 All All
Php Php 4.0 betad All All
Php Php 4.0 beta_4_patch All All
Php Php 4.0 rct All All
Php Php 4.0 rc2 All All
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Php Php 4.0.1 All All All
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Php Php 4.0.1 patch2 All All
Php Php 4.0.2 All Al All
Php Php 4.0.3 All All All
Php Php 4.0.3 patchi All All
Php Php 4.0.4 All All All
Php Php 4.0.4 patch1 All All
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CVE Program record CVE.ORG WWW.CVe.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-02-14 Mark J Cox  This issue was fixed in php package updates for Red Hat Enterprise Linux and Red Hat Applicat


http://cvs.php.net/viewvc.cgi/php-src/ext/gd/libgd/wbmp.c?r1=1.2.4.1&r2=1.2.4.1.8.1
http://www.securityfocus.com/bid/23357
http://www.securityfocus.com/archive/1/464957/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2007:087
http://secunia.com/advisories/25056
http://www.redhat.com/support/errata/RHSA-2007-0162.html
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://secunia.com/advisories/24965
http://us2.php.net/releases/5_2_2.php
http://rhn.redhat.com/errata/RHSA-2007-0155.html
http://www.slackware.org/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.470053
https://issues.rpath.com/browse/RPL-1268
http://cvs.php.net/viewvc.cgi/php-src/ext/gd/libgd/wbmp.c?revision=1.2.4.1.8.1&view=markup
http://secunia.com/advisories/25151
http://us2.php.net/releases/4_4_7.php
http://secunia.com/advisories/24924
http://www.novell.com/linux/security/advisories/2007_32_php.html
http://www.vupen.com/english/advisories/2007/2732
https://exchange.xforce.ibmcloud.com/vulnerabilities/33453
http://www.redhat.com/support/errata/RHSA-2007-0153.html
http://secunia.com/advisories/26235
http://www.mandriva.com/security/advisories?name=MDKSA-2007:089
http://secunia.com/advisories/24814
http://www.mandriva.com/security/advisories?name=MDKSA-2007:088
http://ifsec.blogspot.com/2007/04/php-521-wbmp-file-handling-integer.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10179
http://www.securityfocus.com/bid/25159
http://www.mandriva.com/security/advisories?name=MDKSA-2007:090
http://secunia.com/advisories/25445
https://www.cve.org/CVERecord?id=CVE-2007-1001
https://nvd.nist.gov/vuln/detail/CVE-2007-1001

a1 |

There are currently no legacy QID mappings associated with this CVE.
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