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Summary

CVE CVE-2007-1027

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-21 11:28:00 UTC

Updated 2011-03-08 02:51:00 UTC

Description Certain setuid DB2 binaries in IBM DB2 before 9 Fix Pack 2 for Linux and Unix allow local users to overwrite arbitrary files via a symlink attack on the DB2DIAG.LOG temporary file.

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 9.0 All linux All

Application Ibm Db2 9.0 All unix All

Application Ibm Db2 9.0 All linux All

Application Ibm Db2 9.0 All unix All

References

Reference Source Link

IBM DB2 Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM DB2 DB2DIAG.LOG File Local Arbitrary File Overwrite Vulnerability BID www.securityfocus.com

IBM DB2 Symlink Bug and Buffer Overflows Let Local Users Gain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com

34024 OSVDB osvdb.org

IBM notice: The page you requested cannot be displayed AIXAPAR www-1.ibm.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM DB2 DB2DIAG.LOG Symlink Flaw Lets Local Users Overwrite Files to Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2007-1027/mitre
https://cve.report/CVE-2007-1027/nist
https://cve.report/CVE-2007-1027/cve_org
https://cve.report/api/cve/CVE-2007-1027.json
https://cve.report/CVE-2007-1027.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2
http://secunia.com/advisories/24213
http://www.securityfocus.com/bid/22614
http://www.securitytracker.com/id?1017695
http://osvdb.org/34024
http://www-1.ibm.com/support/docview.wss?uid=swg1IY94817
http://www.vupen.com/english/advisories/2007/0652
http://www.securitytracker.com/id?1017665
https://www.cve.org/CVERecord?id=CVE-2007-1027
https://nvd.nist.gov/vuln/detail/CVE-2007-1027


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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