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Mozilla Firefox 2.0.0.1 and earlier does not prompt users before saving bookmarklets, which allows remote attackers to byp
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Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
Mozilla Firefox 1.0.8 All All All
Mozilla Firefox 1.5 All All All
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Application Mozilla Firefox 1.5.0.7 All All All
Application Mozilla Firefox 1.5.0.8 All All All
Application Mozilla Firefox 1.5.0.9 All All All
Application Mozilla Firefox 1.5.6 All All All
Application Mozilla Firefox 1.5.8 All All All
Application Mozilla Firefox 2.0 All All All
Application Mozilla Firefox All All All All
Reference Source Link Tags
SecurityFocus BUGTRAQ www.securityfocus.com
SecurityFocus BUGTRAQ www.securityfocus.com
wrong number (404) MISC Icamtuf.coredump.cx
SecurityFocus BUGTRAQ www.securityfocus.com

371179 — Don't allow bookmarking an evaluated+loaded javascript: URL CONFIRM  bugzilla.mozilla.org

SecurityFocus BUGTRAQ www.securityfocus.com

Mozilla Firefox Bookmarks HTML-Injection Vulnerability BID www.securityfocus.com

33803 OSVDB osvdb.org

wrong number (404) MISC Icamtuf.coredump.cx

Firefox executes JavaScript in normal bookmarks - heise Security MISC www.heise-security.co.uk

Firefox bookmark cross-domain surfing vulnerability - CXSecurity.com SREASON  securityreason.com

NEOHAPSIS - Peace of Mind Through Integrity and Insight FULLDISC archives.neohapsis.com

CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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