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Summary

CVE CVE-2007-1086

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-23 22:28:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Unspecified binaries in IBM DB2 8.x before 8.1 FixPak 15 and 9.1 before Fix Pack 2 allow local users to create or modify arbitrary files via unspecified environment variables related to "unsafe file access."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Hp Hp-ux All All All All

Operating System Hp Hp-ux All All All All

Operating System Ibm Aix All All All All

Operating System Ibm Aix All All All All

Application Ibm Db2 Universal Database 8.0 All linux All

Application Ibm Db2 Universal Database 8.1 All aix All

Application Ibm Db2 Universal Database 8.1.4 All All All

Application Ibm Db2 Universal Database 8.1.5 All All All

Application Ibm Db2 Universal Database 8.1.6 All All All

Application Ibm Db2 Universal Database 8.1.6c All All All

Application Ibm Db2 Universal Database 8.1.7 All All All

Application Ibm Db2 Universal Database 8.1.7b All All All

Application Ibm Db2 Universal Database 8.1.8 All All All

Application Ibm Db2 Universal Database 8.1.8a All All All

Application Ibm Db2 Universal Database 8.1.9 All All All

Application Ibm Db2 Universal Database 8.1.9a All All All

Application Ibm Db2 Universal Database 8.10 All All All
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Application Ibm Db2 Universal Database 8.10 All All All

Application Ibm Db2 Universal Database 8.12 All All All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Application Ibm Db2 Universal Database 8.0 All linux All

Application Ibm Db2 Universal Database 8.1 All aix All

Application Ibm Db2 Universal Database 8.1.4 All All All

Application Ibm Db2 Universal Database 8.1.5 All All All

Application Ibm Db2 Universal Database 8.1.6 All All All

Application Ibm Db2 Universal Database 8.1.6c All All All

Application Ibm Db2 Universal Database 8.1.7 All All All

Application Ibm Db2 Universal Database 8.1.7b All All All

Application Ibm Db2 Universal Database 8.1.8 All All All

Application Ibm Db2 Universal Database 8.1.8a All All All

Application Ibm Db2 Universal Database 8.1.9 All All All

Application Ibm Db2 Universal Database 8.1.9a All All All

Application Ibm Db2 Universal Database 8.10 All All All

Application Ibm Db2 Universal Database 8.12 All All All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Operating System Linux Linux Kernel 2.6.18.0 All All All

Operating System Linux Linux Kernel 2.6.18.1 All All All

Operating System Linux Linux Kernel 2.6.18.2 All All All

Operating System Linux Linux Kernel 2.6.18.3 All All All

Operating System Linux Linux Kernel 2.6.18.4 All All All

Operating System Linux Linux Kernel 2.6.18.5 All All All

Operating System Linux Linux Kernel 2.6.18.6 All All All

Operating System Linux Linux Kernel 2.6.18.7 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19.1 All All All

Operating System Linux Linux Kernel 2.6.19.2 All All All

Operating System Linux Linux Kernel 2.6.19.3 All All All

Operating System Linux Linux Kernel 2.6.19.4 All All All

Operating System Linux Linux Kernel 2.6.20 All All All

Operating System Linux Linux Kernel 2.6.20.1 All All All

Operating System Linux Linux Kernel 2.6.18.0 All All All

Operating System Linux Linux Kernel 2.6.18.1 All All All

Operating System Linux Linux Kernel 2.6.18.2 All All All
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Operating System Linux Linux Kernel 2.6.18.3 All All All

Operating System Linux Linux Kernel 2.6.18.4 All All All

Operating System Linux Linux Kernel 2.6.18.5 All All All

Operating System Linux Linux Kernel 2.6.18.6 All All All

Operating System Linux Linux Kernel 2.6.18.7 All All All

Operating System Linux Linux Kernel 2.6.19 All All All

Operating System Linux Linux Kernel 2.6.19.1 All All All

Operating System Linux Linux Kernel 2.6.19.2 All All All

Operating System Linux Linux Kernel 2.6.19.3 All All All

Operating System Linux Linux Kernel 2.6.19.4 All All All

Operating System Linux Linux Kernel 2.6.20 All All All

Operating System Linux Linux Kernel 2.6.20.1 All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Sun Solaris All All All All

Operating System Sun Solaris All All All All

References

Reference Source Link Tags

40969 OSVDB osvdb.org

[VIM] Recent DB2 Vulnerabilities VIM www.attrition.org

IBM notice: The page you requested cannot be displayed AIXAPAR www-1.ibm.com

IBM DB2 Universal Database Multiple Local Privilege Escalation Vulnerabilities BID www.securityfocus.com Patch

20070222 IBM DB2 Universal Database Multiple Privilege Escalation Vulnerabilities IDEFENSE labs.idefense.com Patch

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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