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AVUACUAUNIC CILGIAC Certain versions of Db2 Universal Database from Ibm contain the
’ following vulnerability:

IBM DB2 Universal Database (UDB) 9.1 GA through 9.1 FP1 allows
local users with table SELECT privileges to perform unauthorized
UPDATE and DELETE SQL commands via unknown vectors.

CVE-2007-1089 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
[VIM] Recent DB2 Vulnerabilities B VIM 20070818 Recent DB2
Vulnerabilities
IBM notice: The page you requested cannot be displayed [ Patch | o2 AIXAPAR JR25941
[ www-1.Ibm.com |
text/html
IBM DB2 Authorisation Bypass Vulnerability - Advisories - [ Patch | Y SECUNIA 24283
Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- [ www.vupen.com | (% VUPEN ADV-2007-0721
OVH text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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http://www.attrition.org/pipermail/vim/2007-August/001765.html
http://www-1.ibm.com/support/docview.wss?uid=swg1JR25941
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Ibm Db2 Universal Database 9.1 ga All All
Application Ibm Db2 Universal Database 9.1 ga All All
Application Ibm Db2 Universal Database All All aix All
Operating Linux Linux Kernel 2.6.18.0 All All All
System

Operating Linux Linux Kernel 2.6.18.1 All All All
System

Operating Linux Linux Kernel 2.6.18.2 All All All
System

Operating Linux Linux Kernel 2.6.18.3 All All All
System

Operating Linux Linux Kernel 2.6.18.4 All All All
System

Operating Linux Linux Kernel 2.6.18.5 All All All
System

Operating Linux Linux Kernel 2.6.18.6 All All All
System

Operating Linux Linux Kernel 2.6.18.7 All All All
System

Operating Linux Linux Kernel 2.6.19 All All All
System

Operating Linux Linux Kernel 2.6.19.1 All All All
System

Operating Linux Linux Kernel 2.6.19.2 All All All
System

Operating Linux Linux Kernel 2.6.19.3 All All All
System

Operating Linux Linux Kernel 2.6.19.4 All All All
System

Operating Linux Linux Kernel 2.6.20 All All All
System

Operating Linux Linux Kernel 2.6.20.1 All All All
System

Operating Linux Linux Kernel 2.6.18.0 All All All
System

Operating Linux Linux Kernel 2.6.18.1 All All All
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cpe:2.3:a:ibm:db2_universal_database:*:*:aix:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.18.0:*:*:*: "

Skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.18.1:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.18.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.18.3:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.18.4:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.18.5:*:**:*:*:*:*:
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cpe:Z.3:o:lnux:linux_kernel:2.6.18.b:".""m

cpe:2.3:0:linux:linux_kernel:2.6.18.7:*:***:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.1 ™

cpe:2.3:0:linux:linux_kernel:2.6.19.2:*:*:***:*:™:

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.19.3:*:* " :*:

Sk Lk ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:*:** ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.20:*:*:***:*:*:

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.20.1 % "
cpe:2.3:0:linux:linux_kernel:2.6.18.0:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.18.1:*:*****:*:
cpe:2.3:0:linux:linux_kernel:2.6.18.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.18.3:™:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.18.4:*:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.18.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.18.6:™:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.18.7:%:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.19.1:*:*** "

cpe:2.3:0:linux:linux_kernel:2.6.19.2:%:*:*:*:*:*:*":

cpe:2.3:0:linux:linux_kernel:2.6.19.3:™:* "™

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:*:*: "

Ak kLK LK kLK LK,

cpe:2.3:0:linux:linux_kernel:2.6.20:*:*:*:*:*:*:*:

Skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.20.1:*:*:*: ™

AkLk kLK kKKK,

cpe:2.3:0:microsoft:windows_ xp:*:*:*:*: " *:*:

aKLk kLKL kKKK,

cpe:2.3:0:microsoft:windows_ xp:*:*:*:* " *:*:

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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