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Summary

CVE CVE-2007-1092

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-26 17:28:00 UTC

Updated 2018-10-16 16:36:00 UTC

Description Mozilla Firefox 1.5.0.9 and 2.0.0.1, and SeaMonkey before 1.0.8 allow remote attackers to execute arbitrary code via JavaScript onUnload handlers that modify the structure of a document, wich triggers memory corruption due to the lack of a finalize hook on DOM window objects.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Firefox 1.5.0.9 All All All

Application Mozilla Firefox 2.0.0.1 All All All

Application Mozilla Seamonkey All All All All

References

Reference

The Slackware Linux Project: Slackware Security Advisories

US-CERT Vulnerability Note VU#393921

20070301-01-P

MFSA 2007-08: onUnload + document.write() memory corruption

Mozilla Firefox OnUnload Memory Corruption Vulnerability

rhn.redhat.com | Red Hat Support

Advisories | Mandriva

CXSecurity - IDS

IBM X-Force Exchange

https://cve.report/
https://cve.report/CVE-2007-1092/mitre
https://cve.report/CVE-2007-1092/nist
https://cve.report/CVE-2007-1092/cve_org
https://cve.report/api/cve/CVE-2007-1092.json
https://cve.report/CVE-2007-1092.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.338131
http://www.kb.cert.org/vuls/id/393921
ftp://patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
http://www.mozilla.org/security/announce/2007/mfsa2007-08.html
http://www.securityfocus.com/bid/22679
http://www.redhat.com/support/errata/RHSA-2007-0078.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:050
http://securityreason.com/securityalert/2302
https://exchange.xforce.ibmcloud.com/vulnerabilities/32647


IBM X-Force Exchange

USN-428-1: Firefox vulnerabilities | Ubuntu

32103

Red Hat update for thunderbird - Advisories - Secunia

Slackware update for seamonkey - Advisories - Secunia

[#RPL-1103] thunderbird security update - 1.5.0.10 - rPath Issue Tracking System

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (DoS) - c00771742 - 

20070222 Firefox onUnload + document.write() memory corruption vulnerability (MSIE7 null ptr)

SUSE update for MozillaFirefox and seamonkey - Advisories - Secunia

Mandriva update for firefox - Advisories - Secunia

SecurityFocus

Security Announcement

20070202-01-P

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: MozillaFirefox (SUSE-SA:2007:019)

Bug 371321 – memory corruption when onUnload is mixed with document.write()s

Repository / Oval Repository

SecurityTracker.com Archives - Mozilla Firefox onUnload Event and document.write() Race Condition May Let Remote Users Execute Arbitrary Code

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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