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CVE-2007-1095

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2007-1095

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-02-26 17:28:00 UTC

2018-10-16 16:36:00 UTC

Mozilla Firefox before 2.0.0.8 and SeaMonkey before 1.1.5 do not properly implement JavaScript onUnload handlers, whict

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Mozilla Firefox 0.1 All All All
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.2 All All All
Mozilla Firefox 0.3 All All All
Mozilla Firefox 0.4 All All All
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Mozilla Firefox 0.7.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
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Application Mozilla Seamonkey 1.0.4 All All All
Application Mozilla Seamonkey 1.0.5 All All All
Application Mozilla Seamonkey 1.0.6 All All All
Application Mozilla Seamonkey 1.0.7 All All All
Application Mozilla Seamonkey 1.0.8 All All All
Application Mozilla Seamonkey 1.0.9 All All All
Application Mozilla Seamonkey 1.1 All All All
Application Mozilla Seamonkey 1.11 All All All
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Application Mozilla Seamonkey 1.1.3 All All All
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Application Mozilla Seamonkey 1.0.5 All All All
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rPath update for firefox and thunderbird - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia

Security Announcement

USN-536-1: Thunderbird vulnerabilities | Ubuntu

Gentoo Linux Documentation -- Mozilla Firefox, SeaMonkey, XULRunner: Multiple vulnerabilities
SUSE update for Mozilla Firefox - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Secunia

Gentoo update for firefox, seamonkey, and xulrunner - Advisories - Secunia

rhn.redhat.com | Red Hat Support


http://www.securityfocus.com/archive/1/461023/100/0/threaded
http://secunia.com/advisories/27680
http://www.vupen.com/english/advisories/2007/3587
http://support.novell.com/techcenter/psdb/60eb95b75c76f9fbfcc9a89f99cd8f79.html
http://www.securityfocus.com/archive/1/482876/100/200/threaded
https://bugzilla.mozilla.org/show_bug.cgi?id=371360
http://secunia.com/advisories/27480
http://secunia.com/advisories/27325
http://www.debian.org/security/2007/dsa-1401
https://usn.ubuntu.com/535-1/
http://www.mandriva.com/en/security/advisories?name=MDKSA-2007:202
https://www.redhat.com/archives/fedora-package-announce/2007-October/msg00355.html
http://osvdb.org/33809
http://www.vupen.com/english/advisories/2008/0083
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00498.html
http://secunia.com/advisories/27336
http://www.securityfocus.com/bid/22688
http://secunia.com/advisories/27425
http://secunia.com/advisories/27276
https://issues.rpath.com/browse/RPL-1858
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00771742
https://exchange.xforce.ibmcloud.com/vulnerabilities/32649
http://secunia.com/advisories/27387
http://securitytracker.com/id?1018837
http://lcamtuf.coredump.cx/ietrap/ff/
http://secunia.com/advisories/27356
http://secunia.com/advisories/27403
http://secunia.com/advisories/27327
http://www.novell.com/linux/security/advisories/2007_57_mozilla.html
http://www.ubuntu.com/usn/usn-536-1
http://www.gentoo.org/security/en/glsa/glsa-200711-14.xml
http://secunia.com/advisories/27298
http://www.redhat.com/support/errata/RHSA-2007-0979.html
http://secunia.com/advisories/27315
http://secunia.com/advisories/27665
http://www.redhat.com/support/errata/RHSA-2007-0980.html

Debian -- Security Information -- DSA-1396-1 iceweasel

[Full-disclosure] iDefense Security Advisory 02.22.07: IBM DB2 Universal Database Multiple Privilege Escalation Vulnerabilities
[SECURITY] Fedora 7 Update: seamonkey-1.1.5-1.fc7

Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia

Ubuntu update for mozilla-thunderbird - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia

SecurityReason - MSIE7 browser entrapment vulnerability (probably Firefox, too)

Netscape Multiple Vulnerabilities - Advisories - Secunia

#201516: Multiple Security Vulnerabilities in Firefox and Thunderbird for Solaris 10 May Allow Execution of Arbitrary Code and Access to Unai
SUSE update for MozillaFirefox, mozilla, and seamonkey - Advisories - Secunia

Debian -- Security Information -- DSA-1392-1 xulrunner

SecurityFocus

MFSA 2007-30: onUnload Tailgating

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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