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Unspecified vulnerability in Microsoft Agent (msagent\agentsvr.exe) in Windows 2000 SP4, XP SP2, and Server 2003, 200:
| i

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Microsoft Windows 2000 All sp4 All All
Microsoft Windows 2000 All sp4 All All
Microsoft Windows 2003 Server gold All All All
Microsoft Windows 2003 Server gold All itanium All
Microsoft Windows 2003 Server spi All All All
Microsoft Windows 2003 Server sp1 All itanium All
Microsoft Windows 2003 Server spi All x64 All
Microsoft Windows 2003 Server sp2 All All All
Microsoft Windows 2003 Server sp2 All itanium All
Microsoft Windows 2003 Server sp2 All x64 All
Microsoft Windows 2003 Server gold All All All
Microsoft Windows 2003 Server gold All itanium All
Microsoft Windows 2003 Server sp1 All All All
Microsoft Windows 2003 Server spi All itanium All
Microsoft Windows 2003 Server sp1 All x64 All
Microsoft Windows 2003 Server sp2 All All All
Microsoft Windows 2003 Server sp2 All itanium All
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Operating System Microsoft Windows 2003 Server sp2 All x64 All

Operating System Microsoft Windows Xp All gold professional_x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 professional_x64 All

Operating System Microsoft Windows Xp All gold professional_x64 All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 professional_x64 All

Reference Source Link

US-CERT Technical Cyber Security Alert TA0O7-100A -- Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.gov
Microsoft Security Bulletin MS07-020 - Critical | Microsoft Docs MS docs.microsoft.com
VU#728057 - Microsoft Windows Agent fails to properly process crafted URLs CERT-VN www.kb.cert.org
Microsoft Agent URL Parsing Bug Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.co
Microsoft Agent URL Parsing Memory Corruption Vulnerability - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
Microsoft Agent URI Processing Remote Code Execution Vulnerability BID www.securityfocus.com
Repository / Oval Repository OVAL oval.cisecurity.org
SecurityFocus HP www.securityfocus.com
SecurityFocus BUGTRAQ  www.securityfocus.com
Microsoft Agent URL Parsing Memory Corruption Vulnerability - Secunia Research - Secunia MISC secunia.com

CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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