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Use-after-free vulnerability in the Client/Server Run-time Subsystem (CSRSS) in Microsoft Windows Vista does not properl
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System

Operating System

Vendor Product Version Update Edition Language
Microsoft Windows Vista All All All All
Microsoft Windows Vista All All All All
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US-CERT Technical Cyber Security Alert TAO7-100A -- Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.
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Microsoft Windows CSRSS CSRFinalizeContext Local Privilege Escalation Vulnerability BID www.security
US-CERT Vulnerability Note VU#219848 CERT-VN www.kb.cert.
34008 OSvDB www.osvdb.o
SecurityFocus BUGTRAQ  www.security
SecurityReason - Windows Vista CSRSS Dangling Process Pointer Privilege Escalation SREASON  securityreaso
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Repository / Oval Repository OVAL oval.cisecurit
Microsoft Security Bulletin MS07-021 - Critical | Microsoft Docs MS docs.microso

Windows Vista Client-Server Run-time Subsystem Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.security
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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