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Summary

CVE CVE-2007-1246

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-03 19:19:00 UTC

Updated 2018-10-16 16:37:00 UTC

Description The DMO_VideoDecoder_Open function in loader/dmo/DMO_VideoDecoder.c in MPlayer 1.0rc1 and earlier, as used in xine-lib, does not set the biSize before use in a memcpy, which allows user-assisted remote attackers to cause a buffer overflow and possibly execute arbitrary code, a different vulnerability than CVE-2007-1387.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mplayer Mplayer All All All All

References

Reference Source Link

[Full-disclosure] [USN-416-2] nvidia-glx-config regression FULLDISC lists.grok.org.uk

Gentoo update for xine-lib - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

Debian -- Security Information -- DSA-1536-1 libxine DEBIAN www.debian.org

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

MPlayer: Two buffer overflows — Gentoo Linux Documentation GENTOO security.gentoo.org

Gentoo update for mplayer - Advisories - Secunia SECUNIA secunia.com

404 Not Found CONFIRM svn.mplayerhq.hu

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

MPlayer Two Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

SecurityFocus BUGTRAQ www.securityfocus.com

Slackware update for xine-lib - Advisories - Secunia SECUNIA secunia.com
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https://cve.report/CVE-2007-1246.pdf
http://cve.report/vendor/mplayer
http://cve.report/software/mplayer/mplayer
http://lists.grok.org.uk/pipermail/full-disclosure/2007-March/052738.html
http://secunia.com/advisories/24897
http://www.vupen.com/english/advisories/2007/0794
http://www.debian.org/security/2008/dsa-1536
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.449141
https://exchange.xforce.ibmcloud.com/vulnerabilities/32747
http://security.gentoo.org/glsa/glsa-200705-21.xml
http://secunia.com/advisories/25462
http://svn.mplayerhq.hu/mplayer/trunk/loader/dmo/DMO_VideoDecoder.c
http://secunia.com/advisories/24995
http://secunia.com/advisories/24444
http://www.securityfocus.com/archive/1/466691/30/6900/threaded
http://secunia.com/advisories/24866


Mandriva update for mplayer - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

xine-lib Two Buffer Overflow Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

404 Not Found MISC svn.mplayerhq.hu

Advisories | Mandriva MANDRIVA www.mandriva.com

Security Announcement SUSE www.novell.com

Ubuntu update for xine-lib - Advisories - Secunia SECUNIA secunia.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Debian update for xine-lib - Advisories - Secunia SECUNIA secunia.com

USN-433-1: Xine vulnerability | Ubuntu UBUNTU www.ubuntu.com

MPlayer DMO File Parsing Buffer Overflow Vulnerability BID www.securityfocus.com

Mandriva update for xine-lib - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Security Announcement SUSE www.novell.com

xine-lib: Heap-based buffer overflow — Gentoo Linux Documentation GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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