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Summary

CVE CVE-2007-1270

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-06 00:19:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Double free vulnerability in VMware ESX Server 3.0.0 and 3.0.1 allows attackers to cause a denial of service (crash), obtain sensitive information, or possibly execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Vmware Esx 3.0.0 All All All

Operating System Vmware Esx 3.0.1 All All All

Operating System Vmware Esx 3.0.0 All All All

Operating System Vmware Esx 3.0.1 All All All

Application Vmware Esx Server 3.0 All All All

Application Vmware Esx Server 3.0 All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityReason - VMware ESX 3.0.1 and 3.0.0 server security updates SREASON securityreason.com

Download Patch Bundle ESX-6431040 for VMware ESX Server 3.0.1 CONFIRM www.vmware.com

35268 OSVDB osvdb.org

Repository / Oval Repository OVAL oval.cisecurity.org

VMware ESX Server Double Free Error May Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

VMware Unspecified Double Free Memory Corruption Vulnerability BID www.securityfocus.com

VMware ESX Server Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
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http://www.securityfocus.com/archive/1/464745/100/0/threaded
http://securityreason.com/securityalert/2524
http://www.vmware.com/support/vi3/doc/esx-6431040-patch.html
http://osvdb.org/35268
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5463
http://www.securitytracker.com/id?1017875
http://www.securityfocus.com/bid/23323
http://secunia.com/advisories/24788


Download Patch Bundle ESX-5754280 for VMware ESX Server 3.0.0 CONFIRM www.vmware.com

Webmail - OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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