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Summary

CVE CVE-2007-1285

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-06 20:19:00 UTC

Updated 2024-02-02 14:03:00 UTC

Description The Zend Engine in PHP 4.x before 4.4.7, and 5.x before 5.2.2, allows remote attackers to cause a denial of service (stack exhaustion and PHP crash) via deeply nested arrays, which trigger deep recursion in the variable destruction routines.

Risk And Classification

Problem Types: CWE-674

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Novell Suse Linux 10.0 All All All

Operating System Novell Suse Linux 10.1 All All All

Application Php Php All All All All

Application Php Php 4.0.0 All All All

Application Php Php 4.0.1 All All All

Application Php Php 4.0.1 patch1 All All

Application Php Php 4.0.1 patch2 All All

Application Php Php 4.0.2 All All All

Application Php Php 4.0.3 All All All

Application Php Php 4.0.3 patch1 All All

Application Php Php 4.0.4 All All All

Application Php Php 4.0.4 patch1 All All

Application Php Php 4.0.5 All All All

Application Php Php 4.0.6 All All All

Application Php Php 4.0.7 All All All

Application Php Php 4.0.7 rc1 All All
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Application Php Php 4.0.7 rc1 All All

Application Php Php 4.0.7 rc2 All All

Application Php Php 4.0.7 rc3 All All

Application Php Php 4.0.7 rc4 All All

Application Php Php 4.1.0 All All All

Application Php Php 4.1.1 All All All

Application Php Php 4.1.2 All All All

Application Php Php 4.2.0 All All All

Application Php Php 4.2.1 All All All

Application Php Php 4.2.2 All All All

Application Php Php 4.2.3 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.11 All All All

Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Php Php 4.4.0 All All All

Application Php Php 4.4.1 All All All

Application Php Php 4.4.2 All All All

Application Php Php 4.4.3 All All All

Application Php Php 4.4.4 All All All

Application Php Php 4.4.5 All All All

Application Php Php 4.4.6 All All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All
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Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Application Php Php 4.0.0 All All All

Application Php Php 4.0.1 All All All

Application Php Php 4.0.1 patch1 All All

Application Php Php 4.0.1 patch2 All All

Application Php Php 4.0.2 All All All

Application Php Php 4.0.3 All All All

Application Php Php 4.0.3 patch1 All All

Application Php Php 4.0.4 All All All

Application Php Php 4.0.4 patch1 All All

Application Php Php 4.0.5 All All All

Application Php Php 4.0.6 All All All

Application Php Php 4.0.7 All All All

Application Php Php 4.0.7 rc1 All All

Application Php Php 4.0.7 rc2 All All

Application Php Php 4.0.7 rc3 All All

Application Php Php 4.0.7 rc4 All All

Application Php Php 4.1.0 All All All

Application Php Php 4.1.1 All All All

Application Php Php 4.1.2 All All All

Application Php Php 4.2.0 All All All

Application Php Php 4.2.1 All All All

Application Php Php 4.2.2 All All All

Application Php Php 4.2.3 All All All

Application Php Php 4.3.0 All All All

Application Php Php 4.3.1 All All All

Application Php Php 4.3.10 All All All

Application Php Php 4.3.11 All All All

Application Php Php 4.3.2 All All All
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Application Php Php 4.3.2 All All All

Application Php Php 4.3.3 All All All

Application Php Php 4.3.4 All All All

Application Php Php 4.3.5 All All All

Application Php Php 4.3.6 All All All

Application Php Php 4.3.7 All All All

Application Php Php 4.3.8 All All All

Application Php Php 4.3.9 All All All

Application Php Php 4.4.0 All All All

Application Php Php 4.4.1 All All All

Application Php Php 4.4.2 All All All

Application Php Php 4.4.3 All All All

Application Php Php 4.4.4 All All All

Application Php Php 4.4.5 All All All

Application Php Php 4.4.6 All All All

Application Php Php 5.0.1 All All All

Application Php Php 5.0.2 All All All

Application Php Php 5.0.3 All All All

Application Php Php 5.0.4 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 5.1.4 All All All

Application Php Php 5.1.5 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Server 2.0 All All All

Operating System Redhat Enterprise Linux Server 3.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 2.0 All All All

Operating System Redhat Enterprise Linux Workstation 3.0 All All All
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Operating System Redhat Enterprise Linux Workstation 4.0 All All All

Operating System Suse Linux Enterprise Server 10 sp1 All All

Operating System Suse Linux Enterprise Server 8 All All All

Application Zend Engine All All All All

Application Zend Engine All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

PHP ZendEngine Variable Destruction Remote Denial of Service Vulnerability BID www.securityfocus.com

rPath update for php, php-mysql, and php-pgsql - Advisories - Secunia SECUNIA secunia.com

Red Hat update for php - Advisories - Secunia SECUNIA secunia.com

Mandriva update for php - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for php - Advisories - Secunia SECUNIA secunia.com

PHP: PHP 4 ChangeLog CONFIRM www.php.net

USN-549-2: PHP regression | Ubuntu UBUNTU www.ubuntu.com

Advisories | Mandriva MANDRIVA www.mandriva.com

SecurityTracker.com Archives - PHP Nested Array Processing Lets Remote Users Deny Service SECTRACK www.securitytracker.com

Support REDHAT www.redhat.com

SUSE update for php4 and php5 - Advisories - Secunia SECUNIA secunia.com

Slackware update for php4 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities GENTOO security.gentoo.org

[security-announce] SUSE Security Announcement: php4,php5 (SUSE-SA:2007: SUSE lists.opensuse.org

Repository / Oval Repository OVAL oval.cisecurity.org

PHP: PHP 5.2.4 Release Announcement CONFIRM www.php.net

PHP: PHP 5.2.2 Release Announcement CONFIRM us2.php.net

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Red Hat Stronghold update for php - Advisories - Secunia SECUNIA secunia.com

issues.rpath.com/browse/RPL-1268 CONFIRM issues.rpath.com

PHP: PHP 4.4.7 Release Announcement CONFIRM us2.php.net

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Red Hat update for php - Advisories - Secunia SECUNIA secunia.com

Bug #173043 “php5 5.2.3-1ubuntu6.1 introduced segfault regressio...” : Bugs : “php5” package : Ubuntu CONFIRM launchpad.net

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/suse
http://cve.report/software/suse/linux_enterprise_server
http://cve.report/vendor/zend
http://cve.report/software/zend/engine
http://cve.report/vendor/zend
http://cve.report/software/zend/engine
http://www.securityfocus.com/archive/1/466166/100/0/threaded
http://www.securityfocus.com/bid/22764
http://secunia.com/advisories/24945
http://secunia.com/advisories/24910
http://secunia.com/advisories/24909
http://secunia.com/advisories/27864
http://www.php.net/ChangeLog-4.php
http://www.ubuntu.com/usn/usn-549-2
http://www.mandriva.com/security/advisories?name=MDKSA-2007:087
http://www.securitytracker.com/id?1017771
http://www.redhat.com/support/errata/RHSA-2007-0162.html
http://secunia.com/advisories/26048
http://secunia.com/advisories/28936
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://lists.opensuse.org/opensuse-security-announce/2007-07/msg00006.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11017
http://www.php.net/releases/5_2_4.php
http://us2.php.net/releases/5_2_2.php
http://rhn.redhat.com/errata/RHSA-2007-0155.html
http://secunia.com/advisories/24941
https://issues.rpath.com/browse/RPL-1268
http://us2.php.net/releases/4_4_7.php
http://www.redhat.com/support/errata/RHSA-2007-0082.html
http://rhn.redhat.com/errata/RHSA-2007-0163.html
http://secunia.com/advisories/24924
https://launchpad.net/bugs/173043
http://rhn.redhat.com/errata/RHSA-2007-0154.html


The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

MOPB-03-2007:PHP Variable Destructor Deep Recursion Stack Overflow MISC www.php-security.org

PHP: PHP 5 ChangeLog CONFIRM www.php.net

USN-549-1: PHP vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

PHP: PHP 4.4.8 Release Announcement CONFIRM www.php.net

32769 OSVDB www.osvdb.org

Advisories | Mandriva MANDRIVA www.mandriva.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Advisories | Mandriva MANDRIVA www.mandriva.com

Gentoo update for php - Advisories - Secunia SECUNIA secunia.com

PHP Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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