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CVE CVE-2007-1286
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-06 20:19:00 UTC
Updated 2018-10-16 16:37:00 UTC
Description Integer overflow in PHP 4.4.4 and earlier allows remote context-dependent attackers to execute arbitrary code via a long st

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Php Php All All All All
Reference

SecurityFocus

Debian -- Security Information -- DSA-1283-1 php5

rPath update for php, php-mysql, and php-pgsql - Advisories - Secunia

Red Hat update for php - Advisories - Secunia

HPSBMAQ2215 SSRT071423 rev.1 - HP System Management Homepage (SMH) for Linux and Windows Running PHP, Remote Execution of
Advisories | Mandriva

MOPB-04-2007:PHP 4 unserialize() ZVAL Reference Counter Overflow

Gentoo update for php - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

HPSBTU02232 SSRT071429 rev.1 - Secure Web Server for HP Tru64 UNIX Powered by Apache (SWS) or HP Internet Express for Tru64 UN
rhn.redhat.com | Red Hat Support

Red Hat Stronghold update for php - Advisories - Secunia
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https://cve.report/CVE-2007-1286.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.securityfocus.com/archive/1/466166/100/0/threaded
http://www.debian.org/security/2007/dsa-1283
http://secunia.com/advisories/24945
http://secunia.com/advisories/24910
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01056506
http://www.mandriva.com/security/advisories?name=MDKSA-2007:087
http://www.php-security.org/MOPB/MOPB-04-2007.html
http://secunia.com/advisories/24606
http://www.vupen.com/english/advisories/2007/1991
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01086137
http://rhn.redhat.com/errata/RHSA-2007-0155.html
http://secunia.com/advisories/24941

issues.rpath.com/browse/RPL-1268

2007-0009

32771

Debian -- Security Information -- DSA-1282-1 php4

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

rhn.redhat.com | Red Hat Support

Red Hat update for php - Advisories - Secunia

HP System Management Homepage PHP Multiple Vulnerabilities - Advisories - Secunia
IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian update for php5 - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Trustix update for php4 - Advisories - Secunia

Repository / Oval Repository

PHP ZVAL Reference Counter Integer Overflow Vulnerability

Advisories | Mandriva

HP Secure Web Server/Internet Express for Tru64 UNIX PHP Vulnerabilities - Advisories - Secunia
Debian update for php4 - Advisories - Secunia

Gentoo update for php - Advisories - Secunia

CVE Program record

NVD vulnerability detail
1 | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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