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A regression error in the phpinfo function in PHP 4.4.3 to 4.4.6, and PHP 6.0 in CVS, allows remote attackers to conduct cr:
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Php Php 44.4 All All All
Php Php 4.45 All All All
Php Php 4.4.6 All All All
Php Php 6.0 All All All
Php Php 444 All All All
Php Php 4.45 All All All
Php Php 446 All All All
Php Php 6.0 All All All

References

Reference Source Link Tags

About Security Update 2007-007 CONFIRM  docs.info.apple.com

APPLE-SA-2007-07-31 Security Update 2007-007 APPLE lists.apple.com

MOPB-08-2007:PHP 4 phpinfo() XSS Vulnerability (Deja-vu) MISC www.php-security.org Exploit, Patch, Vendc
PHP: PHP 4.4.7 Release Announcement CONFIRM  us2.php.net

Webmail - OVH VUPEN www.vupen.com

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA  secunia.com
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Apple Mac OS X 2007-007 Multiple Security Vulnerabilities BID www.securityfocus.com

32774 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
< B |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox The phpinfo function should not be used in publically-accessible PHP scripts.

There are currently no legacy QID mappings associated with this CVE.
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