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Summary

CVE CVE-2007-1308

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-07 00:19:00 UTC

Updated 2018-10-16 16:37:00 UTC

Description ecma/kjs_html.cpp in KDE JavaScript (KJS), as used in Konqueror in KDE 3.5.5, allows remote attackers to cause a denial of service (crash) by accessing the content of an iframe with an ftp:// URI in the src attribute, probably due to a NULL pointer dereference.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Konqueror 3.5.5 All All All

Application Kde Konqueror 3.5.5 All All All

References

Reference Source Link Tags

Page not found - CVE.report MISC bindshell.net

SecurityFocus BUGTRAQ www.securityfocus.com

KDE Konqueror JavaScript IFrame Denial of Service Vulnerability BID www.securityfocus.com Exploit

Support REDHAT www.redhat.com

CXSecurity - IDS SREASON securityreason.com

Repository / Oval Repository OVAL oval.cisecurity.org

[Full-disclosure] Apple QuickTime Player Remote Heap Overflow FULLDISC lists.grok.org.uk Exploit, Patch

BindShell.Net: Konqueror DoS Via JavaScript Read Of FTP Iframe MISC bindshell.net Exploit, Patch, Vendor Advisory

Red Hat update for kdelibs - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com
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USN-447-1: KDE library vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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