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NETxAutomation NETXEIB OPC Server before 3.0.1300 does not properly validate OLE for Process Control (OPC) server |
| i

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Netxautomation Netxeib 3.0 All All All
Netxautomation Netxeib 3.0 All All All

References

1

Reference Source Link
www.neutralbit.com/advisories/NB07-22.txt MISC www.neutralbit.com
NETxAutomation Information for VU#296593 CONFIRM www.kb.cert.org

VU#296593 - NETxAutomation NETxEIB OPC Server fails to properly validate OPC server handles CERT-VN www.kb.cert.org

34440 OSsvDB osvdb.org

NETXEIB OPC Server Handle Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
SecurityFocus BUGTRAQ  www.securityfocus.cc
NETXAutomation NETXEIB OPC Server Multiple Arbitrary Code Execution Vulnerabilities BID www.securityfocus.cc
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

NETXEIB OPC Server Lets Remote Users Modify Memory to Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.(
CVE Program record CVE.ORG WWW.Cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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