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Summary

CVE CVE-2007-1349

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-30 00:19:00 UTC

Updated 2022-02-03 16:26:00 UTC

Description PerlRun.pm in Apache mod_perl before 1.30, and RegistryCooker.pm in mod_perl 2.x, does not properly escape PATH_INFO before use in a regular expression, which allows remote attackers to cause a denial of service (resource consumption) via a crafted URI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Mod Perl All All All All

Application Apache Mod Perl All All All All

Application Apache Mod Perl All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 5.0 All All All

Operating System Redhat Enterprise Linux Eus 4.5 All All All

Operating System Redhat Enterprise Linux Eus 4.5 All All All
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Operating System Redhat Enterprise Linux Eus 4.5 All All All

Operating System Redhat Enterprise Linux Server 3.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Server 3.0 All All All

Operating System Redhat Enterprise Linux Server 4.0 All All All

Operating System Redhat Enterprise Linux Server 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 3.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Operating System Redhat Enterprise Linux Workstation 3.0 All All All

Operating System Redhat Enterprise Linux Workstation 4.0 All All All

Operating System Redhat Enterprise Linux Workstation 5.0 All All All

Application Redhat Network Satellite 5.1 All All All

Application Redhat Network Satellite 5.1 All All All

Application Redhat Satellite 5.1 All All All
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Sun Solaris mod_perl Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

ASA-2007-293 (RHSA-2007-0486, RHSA-2007-0395) CONFIRM support.avaya.com

Security Announcement SUSE www.novell.com

248386 SUNALERT sunsolve.sun.com

Gentoo update for mod_perl - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- Apache mod_perl: Denial of Service GENTOO security.gentoo.org

Trustix Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

SecurityTracker.com Archives - mod_perl Input Validation Flaw in PerlRun Module Lets Remote Users Deny Service SECTRACK www.securitytracker.com

MP1 Security issue (was Re: [mp1] PerlRun fails if path_info contains special symbols) | ModPerl | ModPerl MISC www.gossamer-threads.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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