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Summary

CVE CVE-2007-1353

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-24 16:19:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description The setsockopt function in the L2CAP and HCI Bluetooth support in the Linux kernel before 2.4.34.3 allows context-dependent attackers to read kernel memory and obtain sensitive information via unspecified vectors involving the copy_from_user function accessing an uninitialized stack buffer.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

Support REDHAT www.redhat.com

Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Linux Kernel L2CAP and HCI Setsockopt Memory Leak Information Disclosure Vulnerability BID www.securityfocus.com

ASA-2007-404 (RHSA-2007-0672) CONFIRM support.avaya.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Red Hat update for kernel - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8 DEBIAN www.debian.org

Security Announcement SUSE www.novell.com

Linux Kernel "L2CAP" and "HCI" Information Disclosure - Advisories - Secunia SECUNIA secunia.com

USN-486-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
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Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

ASA-2007-287 (RHSA-2007-0488) CONFIRM support.avaya.com

USN-489-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

Debian -- Security Information -- DSA-1356-1 linux-2.6 DEBIAN www.debian.org

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for kernel and redhat-cluster-suite - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian update for kernel - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1503-1 kernel-source-2.4.27 DEBIAN www.debian.org

SUSE update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

404: File not found CONFIRM www.kernel.org

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com

Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

USN-470-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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