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CVE CVE-2007-1358
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-10 00:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Cross-site scripting (XSS) vulnerability in certain applications using Apache Tomcat 4.0.0 through 4.0.6 and 4.1.0 through 4

/ |

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 4.0.0 All All All


https://cve.report/
https://cve.report/CVE-2007-1358/mitre
https://cve.report/CVE-2007-1358/nist
https://cve.report/CVE-2007-1358/cve_org
https://cve.report/api/cve/CVE-2007-1358.json
https://cve.report/CVE-2007-1358.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tomcat

Application Apache Tomcat 4.01 All All All
Application Apache Tomcat 4.0.2 All All All
Application Apache Tomcat 4.0.3 All All All
Application Apache Tomcat 4.0.4 All All All
Application Apache Tomcat 4.05 All All All
Application Apache Tomcat 4.0.6 All All All
Application Apache Tomcat 41.0 All All All
Application Apache Tomcat All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

HP-UX update for Apache - Advisories - Secunia

Apache Tomcat Input Validation Hole in Processing Accept-Language Header Permits Cross-Site Scripting Attacks - Security Tracker
HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - c01178795 - HI
Sun Solaris 9 Tomcat Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

Pony Mail!

APPLE-SA-2007-07-31 Security Update 2007-007

Red Hat update for Red Hat Network Satellite Server - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rhn.redhat.com | Red Hat Support

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Apache Tomcat® - Apache Tomcat 4.x vulnerabilities

This page provides Security Information. : FUJITSU

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

SecurityFocus

SecurityFocus

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

JVN#16535199: Apache Tomcat M Accept-Language N7 QIR ICEAT 27 OA YA FRIUTF7 4 VT DRIEEN
osvdb.org/34881

Apache Tomcat Accept-Language Cross Site Scripting Vulnerability

Webmail - OVH
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http://cve.report/software/na/n/a
http://secunia.com/advisories/27037
http://www.securitytracker.com/id?1018269
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01178795
http://secunia.com/advisories/30899
http://www.vupen.com/english/advisories/2007/3087
https://lists.apache.org/thread.html/29dc6c2b625789e70a9c4756b5a327e6547273ff8bde7e0327af48c5%2540%253Cdev.tomcat.apache.org%253E
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://secunia.com/advisories/31493
http://www.redhat.com/support/errata/RHSA-2008-0261.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10679
http://www.vupen.com/english/advisories/2009/0233
http://tomcat.apache.org/security-4.html
http://www.fujitsu.com/global/support/software/security/products-f/interstage-200704e.html
http://secunia.com/advisories/26235
http://www.securityfocus.com/archive/1/471719/100/0/threaded
http://www.securityfocus.com/archive/1/500396/100/0/threaded
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http://jvn.jp/jp/JVN%252316535199/index.html
http://osvdb.org/34881
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http://www.vupen.com/english/advisories/2008/1979/references

INerstdaye Appncauorn oServer ividilupie vuinerdoiiies - AUVISOres - securid

About Security Update 2007-007

sunsolve.sun.com/search/document.do

Friday, January 23, 2009 - Posts - CA Security Response Blog - CA Technologies
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CA Cohesion Application Configuration Manager Apache Tomcat Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Sec
Sun Solaris 10 Tomcat Multiple Vulnerabilities - Advisories - Secunia
access.redhat.com
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[SECURITY] Fedora 7 Update: tomcat5-5.5.25-1jpp.1.fc7

Pony Mail!

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
SecurityFocus

Webmail - OVH

Apache Tomcat Accept-Language Header Cross-Site Scripting - Advisories - Secunia
Fedora update for tomcat5 - Advisories - Secunia
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CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995378 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-xmc9-6p56-3c4v)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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http://support.ca.com/irj/portal/anonymous/phpsupcontent?contentID=197540
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