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Summary

CVE CVE-2007-1359

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-08 22:19:00 UTC

Updated 2017-07-29 01:30:00 UTC

Description Interpretation conflict in ModSecurity (mod_security) 2.1.0 and earlier allows remote attackers to bypass request rules via application/x-www-form-urlencoded POST data that contains an ASCIIZ (0x00) byte, which mod_security treats as a terminator even though it is still processed as normal data by some HTTP parsers including PHP 5.2.0, and possibly parsers in Perl, and Python.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mod Security Mod Security 1.7 All All All

Application Mod Security Mod Security 1.7.1 All All All

Application Mod Security Mod Security 1.7.2 All All All

Application Mod Security Mod Security 1.7.4 All All All

Application Mod Security Mod Security 1.7.5 All All All

Application Mod Security Mod Security 1.9.4 All All All

Application Mod Security Mod Security 2.1 All All All

Application Mod Security Mod Security 1.7 All All All

Application Mod Security Mod Security 1.7.1 All All All

Application Mod Security Mod Security 1.7.2 All All All

Application Mod Security Mod Security 1.7.4 All All All

Application Mod Security Mod Security 1.7.5 All All All

Application Mod Security Mod Security 1.9.4 All All All

Application Mod Security Mod Security 2.1 All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

HPSBMA02133 SSRT061201 rev.9 - HP Oracle for OpenView (OfO) Critical Patch Update - c00727143 - HP Business Support Center HP

IBM X-Force Exchange XF

Gentoo update for mod_security - Advisories - Secunia SECUNIA

Oracle Critical Patch Update Advisory - July 2008 CONFIRM

ModSecurity POST Data NULL Byte Rule Bypass - Advisories - Secunia SECUNIA

Gentoo Linux Documentation -- Apache mod_security: Rule bypass GENTOO

Mod_Security ASCIIZ Byte POST Bypass Vulnerability BID

Oracle Products Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Web Security Blog: ModSecurity ASCIIZ Evasion CONFIRM

HP Oracle for OpenView Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

32778 OSVDB

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

BONUS-12-2007:mod_security POST Rules Bypass Vulnerability MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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