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Summary

CVE CVE-2007-1371

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-10 00:19:00 UTC

Updated 2018-10-16 16:38:00 UTC

Description Multiple buffer overflows in Conquest 8.2a and earlier (1) allow local users to gain privileges by querying a metaserver that sends a long server entry processed by metaGetServerList and allow remote metaservers to execute arbitrary code via a long server entry processed by metaGetServerList; (2) allow attackers to have an unknown impact by exceeding the configured number of metaservers; and allow remote attackers to corrupt memory via a SP_CLIENTSTAT packet with certain values of (3) unum or (4) snum, different vulnerabilities than CVE-2003-0933.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Radscan Conquest All All All All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

Radscan Conquest Multiple Remote Vulnerabilities BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

[conquest] Re: security bugs in conquest MLIST www.radscan.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Conquest "metaGetServerList()" and "processPacket()" Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CXSecurity - IDS SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2007-1371.pdf
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http://www.securityfocus.com/bid/22855
http://www.vupen.com/english/advisories/2007/0854
http://www.radscan.com/conquest/cq-ml/msg00169.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/32860
http://secunia.com/advisories/24370
https://exchange.xforce.ibmcloud.com/vulnerabilities/32849
http://securityreason.com/securityalert/2399
https://www.cve.org/CVERecord?id=CVE-2007-1371
https://nvd.nist.gov/vuln/detail/CVE-2007-1371


There are currently no legacy QID mappings associated with this CVE.
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