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The php_binary serialization handler in the session extension in PHP before 4.4.5, and 5.x before 5.2.1, allows context-dep
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Php Php 4.0 All All All
Php Php 4.0 betat All All
Php Php 4.0 beta2 All All
Php Php 4.0 beta3 All All
Php Php 4.0 betad All All
Php Php 4.0 beta_4_patch All All
Php Php 4.0 rct All All
Php Php 4.0 rc2 All All
Php Php 4.0.0 All Al All
Php Php 4.0.1 All All All
Php Php 4.0.1 patchi All All
Php Php 4.0.1 patch2 All All
Php Php 4.0.2 All Al All
Php Php 4.0.3 All All All
Php Php 4.0.3 patchi All All
Php Php 4.0.4 All All All
Php Php 4.0.4 patch1 All All
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Application Php Php 5.0.0 All All All
Application Php Php 5.0.0 betat All All
Application Php Php 5.0.0 beta2 All All
Application Php Php 5.0.0 beta3 All All
Application Php Php 5.0.0 beta4 All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
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Debian -- Security Information -- DSA-1283-1 php5

MOPB-10-2007:PHP php_binary Session Deserialization Information Leak Vulnerability

USN-455-1: PHP vulnerabilities | Ubuntu

HPSBMAQ02215 SSRT071423 rev.1 - HP System Management Homepage (SMH) for Linux and Windows Running PHP, Remote Execution of
PHP < 4.4.5/5.2.1 php_binary Session Deserialization Information Leak

SUSE update for php - Advisories - Secunia

Gentoo update for php - Advisories - Secunia

Ubuntu update for php - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

HPSBTU02232 SSRT071429 rev.1 - Secure Web Server for HP Tru64 UNIX Powered by Apache (SWS) or HP Internet Express for Tru64 UN

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: php security problems (SUSE-SA:2007:020)
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http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01056506
https://www.exploit-db.com/exploits/3413
http://secunia.com/advisories/25056
http://secunia.com/advisories/24606
http://secunia.com/advisories/25057
http://www.vupen.com/english/advisories/2007/1991
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http://lists.suse.com/archive/suse-security-announce/2007-Mar/0003.html

pepidrl -- SeCUuriLy Imiorimduor -- UOA-1£04-1 Prip4

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

HP System Management Homepage PHP Multiple Vulnerabilities - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Debian update for php5 - Advisories - Secunia

Security Announcement

SUSE update for php4 and php5 - Advisories - Secunia

Repository / Oval Repository

HP Secure Web Server/Internet Express for Tru64 UNIX PHP Vulnerabilities - Advisories - Secunia
Debian update for php4 - Advisories - Secunia

PHP PHP_Binary Heap Information Leak Vulnerability

CVE Program record

NVD vulnerability detail

1]

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-11  Mark J Cox  Our previous fixes for CVE-2007-0906 included a patch that also addressed the issue now giver

&mmﬂ
BARR AR AR ALRAAAAR ]

1]

There are currently no legacy QID mappings associated with this CVE.
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