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Summary

CVE CVE-2007-1384

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-10 18:19:00 UTC

Updated 2011-03-08 02:52:00 UTC

Description Directory traversal vulnerability in torrent.cpp in KTorrent before 2.1.2 allows remote attackers to overwrite arbitrary files via ".." sequences in a torrent filename.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Joris Guisson Ktorrent All All All All

References

Reference Source Link

Ubuntu update for ktorrent - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Gentoo Linux Documentation -- Ktorrent: Multiple vulnerabilities GENTOO security.gentoo.org

'[kde-announce] KTorrent 2.1.2 is out' - MARC MLIST lists.kde.org

KTorrent Two Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

USN-436-1: KTorrent vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Gentoo update for ktorrent - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

KTorrent Bugs Let Remote Users Overwrite Files and Deny Service - SecurityTracker SECTRACK www.securitytracker.com

KTorrent Multiple Remote Vulnerabilities BID www.securityfocus.com

Bug #91174 “KTorrent security issue with releases <2.1.2 (Breezy...” : Bugs : “ktorrent” package : Ubuntu CONFIRM launchpad.net
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http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.401332
http://secunia.com/advisories/24995
http://www.vupen.com/english/advisories/2007/0913
http://www.ubuntu.com/usn/usn-436-1
http://secunia.com/advisories/25097
http://www.novell.com/linux/security/advisories/2007_007_suse.html
http://www.securitytracker.com/id?1017747
http://www.securityfocus.com/bid/22930
https://launchpad.net/bugs/91174


ktorrent.org :: View topic - 2.1.2 released CONFIRM ktorrent.org

Slackware update for ktorrent - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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