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Summary

CVE CVE-2007-1399

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-10 22:19:00 UTC

Updated 2017-07-29 01:30:00 UTC

Description Stack-based buffer overflow in the zip:// URL wrapper in PECL ZIP 1.8.3 and earlier, as bundled with PHP 5.2.0 and 5.2.1, allows remote attackers to execute arbitrary code via a long zip:// URL, as demonstrated by actively triggering URL access from a remote PHP interpreter via avatar upload or blog pingback.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pecl Zip 1.8.3 All All All All

Application Pecl Zip 1.8.3 All All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

References

Reference Source

32782 OSVDB

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: php security problems (SUSE-SA:2007:020) SUSE

Debian update for php5 - Advisories - Secunia SECUNIA

IBM X-Force Exchange XF

MOPB-16-2007:PHP zip:// URL Wrapper Buffer Overflow Vulnerability MISC

Webmail - OVH VUPEN

PECL zip Extension URL Buffer Overflow Vulnerability - Secunia.com SECUNIA

SUSE update for php4 and php5 - Advisories - Secunia SECUNIA

https://cve.report/
https://cve.report/CVE-2007-1399/mitre
https://cve.report/CVE-2007-1399/nist
https://cve.report/CVE-2007-1399/cve_org
https://cve.report/api/cve/CVE-2007-1399.json
https://cve.report/CVE-2007-1399.pdf
http://cve.report/vendor/pecl_zip
http://cve.report/software/pecl_zip/1.8.3
http://cve.report/vendor/pecl_zip
http://cve.report/software/pecl_zip/1.8.3
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.osvdb.org/32782
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0003.html
http://secunia.com/advisories/25938
https://exchange.xforce.ibmcloud.com/vulnerabilities/32889
http://www.php-security.org/MOPB/MOPB-16-2007.html
http://www.vupen.com/english/advisories/2007/0898
http://secunia.com/advisories/24471
http://secunia.com/advisories/24514


Debian -- Security Information -- DSA-1330-1 php5 DEBIAN

PHP Zip URL Wrapper Stack Buffer Overflow Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox Not vulnerable. The zip extension was not shipped in versions of PHP provided for Red Hat Enterprise Linux 2.1, 3, 4, 5, Stronghold 4.0, or Red Hat Application Stack 1.

There are currently no legacy QID mappings associated with this CVE.
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