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Summary

CVE CVE-2007-1413

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-12 23:19:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Buffer overflow in the snmpget function in the snmp extension in PHP 5.2.3 and earlier, including PHP 4.4.6 and probably other PHP 4 versions, allows context-dependent attackers to execute arbitrary code via a long value in the third argument (object id).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.4.6 All All All

Application Php Php 4.4.6 All All All

Application Php Php All All All All

References

Reference Source Link Tags

PHP "snmpget()" and "session_decode()" Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

PHP <= 5.2.3 snmpget() object id Local Buffer Overflow Exploit EXPLOIT-DB www.exploit-db.com

PHP 4.4.6 - 'snmpget()' Object id Local Buffer Overflow - Windows local Exploit EXPLOIT-DB www.exploit-db.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Error 404 :( MISC retrogod.altervista.org

PHP SNMPGet Function Local Buffer Overflow Vulnerability BID www.securityfocus.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

https://cve.report/
https://cve.report/CVE-2007-1413/mitre
https://cve.report/CVE-2007-1413/nist
https://cve.report/CVE-2007-1413/cve_org
https://cve.report/api/cve/CVE-2007-1413.json
https://cve.report/CVE-2007-1413.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://secunia.com/advisories/24440
https://www.exploit-db.com/exploits/4204
https://www.exploit-db.com/exploits/3439
https://exchange.xforce.ibmcloud.com/vulnerabilities/35517
http://retrogod.altervista.org/php_446_snmpget_local_bof.html
http://www.securityfocus.com/bid/22893
https://www.cve.org/CVERecord?id=CVE-2007-1413
https://nvd.nist.gov/vuln/detail/CVE-2007-1413


Red Hat 2007-03-19 Mark J Cox Not vulnerable. The php-snmp package as shipped with Red Hat Enterprise Linux 4 and 5 use net-snmp which is not vulnerable to this issue.

There are currently no legacy QID mappings associated with this CVE.
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