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Summary

CVE CVE-2007-1448

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-16 23:19:00 UTC

Updated 2021-04-07 18:13:00 UTC

Description The Tape Engine in CA (formerly Computer Associates) BrightStor ARCserve Backup 11.5 and earlier allows remote attackers to cause a denial of service (disabled interface) by calling an unspecified RPC function.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Brightstor Arcserve Backup All All All All

Application Ca Brightstor Arcserve Backup All All All All

References

Reference Source

CA BrightStor ARCserve Backup Tape Engine and Portmapper Vulnerabilities - CA CONFIRM

IBM X-Force Exchange XF

CA BrightStor ARCserve RPC Processing Bugs Let Remote Users Deny Service and Execute Arbitrary Code - SecurityTracker SECTRACK

US-CERT Vulnerability Notes CERT-VN

supportconnectw.ca.com/public/storage/infodocs/babtapeng-securitynotice.asp CONFIRM

CA BrightStor ARCserve Backup Vulnerabilities - Advisories - Secunia SECUNIA

32991 OSVDB

Computer Associates BrightStor ARCServe BackUp Tape Engine Multiple Vulnerabilities BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2007-1448/mitre
https://cve.report/CVE-2007-1448/nist
https://cve.report/CVE-2007-1448/cve_org
https://cve.report/CVE-2007-1448.pdf
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_arcserve_backup
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup
http://www3.ca.com/securityadvisor/newsinfo/collateral.aspx?cid=101317
https://exchange.xforce.ibmcloud.com/vulnerabilities/33020
http://www.securitytracker.com/id?1017783
http://www.kb.cert.org/vuls/id/647273
http://supportconnectw.ca.com/public/storage/infodocs/babtapeng-securitynotice.asp
http://secunia.com/advisories/24512
http://www.osvdb.org/32991
http://www.securityfocus.com/bid/22994
http://www.vupen.com/english/advisories/2007/0971
https://www.cve.org/CVERecord?id=CVE-2007-1448
https://nvd.nist.gov/vuln/detail/CVE-2007-1448


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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