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Summary

CVE CVE-2007-1454

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-14 18:19:00 UTC

Updated 2008-09-05 21:20:00 UTC

Description ext/filter in PHP 5.2.0, when FILTER_SANITIZE_STRING is used with the FILTER_FLAG_STRIP_LOW flag, does not properly strip HTML tags, which allows remote attackers to conduct cross-site scripting (XSS) attacks via HTML with a '<' character followed by certain whitespace characters, which passes one filter but is collapsed into a valid tag, as demonstrated using %0b.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.0 All All All

Application Php Php 5.2.0 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-1283-1 php5 DEBIAN www.debian.org

SUSE update for php - Advisories - Secunia SECUNIA secunia.com

PHP EXT/Filter HTML Stripping Bypass Vulnerability BID www.securityfocus.com

Debian update for php5 - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

MOPB-18-2007:PHP ext/filter HTML Tag Stripping Bypass Vulnerability MISC www.php-security.org

Advisories | Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox Not vulnerable. The filter extension was not shipped in versions of PHP provided for Red Hat Enterprise Linux 2.1, 3, 4, 5, Stronghold 4.0, or Red Hat Application Stack 1.
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Red Hat 2007-04-16 Mark J Cox Not vulnerable. The filter extension was not shipped in versions of PHP provided for Red Hat Enterprise Linux 2.1, 3, 4, 5, Stronghold 4.0, or Red Hat Application Stack 1.

There are currently no legacy QID mappings associated with this CVE.
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